   International Journal of Computer Sciences and Engineering                                     Vol.6(4), May 2018, E-ISSN: 2347-2693

[image: image1.png]Rank
DAGRank = floor ( )

MinHopRankIncrease. €V



International Journal of Computer Sciences and Engineering    Open Access
Research Paper
                                   Vol-6, Special Issue-4, May 2018                          E-ISSN: 2347-2693
QoS Measurement of RPL using Cooja Simulator and Wireshark Network Analyser
A.S. Joseph Charles1, P. Kalavathi2*
1 Department of CSA, The Gandhigram Rural Institute – Deemed to be University, Gandhigram, India
2* Department of CSA, The Gandhigram Rural Institute – Deemed to be University, Gandhigram, India
*Corresponding Author:   pkalavathi.gri@gmail.com,   Tel.: +91-94458-98371
Available online at: www.ijcseonline.org  
Abstract— The Internet of Things (IoT), with its ability to collect data using sensors and store the voluminous data over the cloud has become the de facto standard in building up smart homes and smart cities. The routing protocols are used in the network layer and they play the pivotal role. They perform the intelligent task of forwarding and routing. If the routing is not done properly then there will be a heavy loss and retransmission of the packets, that would cost more power, memory, bandwidth and procession capacity. Therefore, the routing protocols used in the regular networks cannot be used efficiently in IoT. IPv6 routing protocol for Low power and lossy networks (RPL) has become the favourite routing protocol of Internet of Things. There are several metrics used in the RPL to determine the path cost and to help to connect the nodes with each other. The performance quality of RPL can be analysed and measured from the factor that how best it works utilizing the resources like energy, memory, bandwidth etc. The quality of services parameters like packet delivery ratio, network convergence time, remaining energy, latency and control traffic overhead are analysed to measure the performance of RPL. The Cooja simulator running over the Contiki Sensor OS is chosen as an ideal platform due to its special feature of supporting the cross-level simulation.  The open source network analyser Wireshark used in Contiki OS also helps in the process of performing the protocol analysis.
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I.  Introduction 
The emergence of Internet of Things (IoT) Technology is going to create a great revolution in the field of networking. In IoT a large number of devices, objects and computers are interconnected using various connecting technologies like Zigbee, Bluetooth, Wi-Fi and GSM. These different ways and possibilities of connecting are provided in the link layer of the IoT with IEEE 802.15.4, which is the standard for link layer frames delivery in the low power and lossy networks [1]. In the conventional networks, we usually have connectivity between homogeneous devices, but in IoT, there is connectivity between heterogeneous devices and networks [2]. The wireless sensor networks, when enabled with the ability to store data on the cloud, it is called Internet of Things. In IoT, sensors are used in some way or the other to collect data. The devices in IoT are called nodes and they use minimum energy and usually run for years on small and inexpensive batteries [3].
There is a stack of protocols used in the network to control the data. Among the layers of network, the network layer is the one which controls the flow of data between the nodes [4]. The protocols used in the regular networks cannot be used in the constrained network of IoT, due to the scarcity of memory, energy and processing capabilities available in IoT devices. The protocols such as Open Shortest Path First Protocol (OSPF) Protocol, Intermediate System to Intermediate System (IS-IS) Protocol, Optimized Link State Routing (OLSR) Protocol and Ad hoc On demand Distance Vector protocol (AODV) did not satisfy the needs of the low power and lossy networks, though they were efficient in the regular and conventional networks [5]. The routing protocols do the job of forwarding the packets and routing. If these jobs are not performed intelligently then there will be loss of packets and retransmission of the packets, costing more memory, bandwidth and procession power. Therefore, the protocols of the normal network cannot be used here and we adopt RPL to do this job [6]. 

RPL has become the de facto routing protocol in IoT, due to its advantages over the other routing protocols. RPL has a better response time, because the routes are readily available. RPL has only the local routing information, therefore it does not flood the network, and it is scalable. RPL can be used in a non-infrastructure network [07].
A. RPL – Routing Protocol for LLNs
Low power and Lossy Networks (LLN) consist of constrained nodes that have limited energy, memory and processing capacity. RPL is designed in such a way that multiple RPL instances can run at a time and the packet forwarding is separated from routing optimization, in order to support LLN. Topology construction is one of the key objectives of RPL, because LLN do not usually have predefined topologies. RPL fixes one or more roots to function as a sink and then forms routes from or towards the sinks. The resultant routes form a Directed Acyclic Graph (DAG) as a topology, that is further partitioned into few Destination Oriented Directed Acyclic Graphs (DODAGs). There will be only one DODAG per sink [08].

1) RPL Identifier
There are four values used to identify and maintain the topology in RPL. 
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1. RPLInstanceID: This ID identifies the set of DODAGs. A network may have multiple RPLInstanceIDs, one for each objective function. We name the set of DODAGs identified by an objective function as RPL Instance [08]. 

2. DODAGID: This ID is used to uniquely identify a DODAG in the network.

3. DODAG Version Number: DODAG is reconstructed from the root, by increasing this version number. 

4. Rank: This is a number which defines the distance of a node from the DODAG root. 
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A RPL instance in the network may be i) a single rooted DODAG ii) Multiple rooted DODAG iii) A single DODAG with virtual root iv) A combination of the above three. Fig. 1 shows the different types of RPL Instance. The DODAG with one type may switch over to other types in the course of time. Especially in mobile sensor networks the nodes are constantly moving and therefore the topology would also be changing frequently, creating more control traffic overhead. 
Fig. 2 depicts the conversion of the DODAG from one version to another. Control messages are used in constructing and maintaining the topology. The general format of RPL control message is shown in Fig. 3.
2) Control Messages
There are four types of control messages:

1) DODAG Information Solicitation (DIS) – It is used to look for a DIO from the RPL node.

2) DODAG Information Object (DIO) – It is the carrier of information regarding the RPL instance and its configurations.
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3) Destination Advertisement Object (DAO) – It is used to propagate the information regarding destination to the upward nodes.

4) Destination Advertisement Object Acknowledgement (DAO-ACK) – It is used in unicast communication in response to a unicast message.
3) Objective Function
The objective function defines, guides and directs the RPL nodes in constructing and optimizing the routes within a RPL instance. The objective function also defines how each node should translate the specified metrics and constraints in forming the routes [08]. The routing metrics are the quantitative values used to measure the path cast. The metrics may be link metric or the node metric. Link metrics are used to measure the quality of the links existing between the nodes, whereas the node metrics are the quantitative values of the node properties. These metrics are usually additive. Some metrics may also be qualitative and dynamic or static. The values also can be used as metrics, as it is, or as constraints, conforming to a threshold value. The metrics used in the RPL are 1) Node state and attribute object ii) Node energy object iii) Hop count iv) Throughput v) Latency vi) ETX (Expected Transmission Count) vii) Link color [09]. RPL supports two objective functions based on the metrics hop count and ETX. Zero objective function (OF0) uses the metric, hop count and Minimum Rank with Hysteresis Objective Function (MRHOF) uses the Expected Transmission Count (ETX).
4) Rank Calculation
Some metrics are used to assign rank and choose the preferred parent based on the rank. Each node moves between being a node and parent depending on the Rank it holds. Rank is a 16-bit integer that indicates the rank of the node and affects the DIO control message. It is a scalar representation of the location of the node in the DAG. Rank is used to avoid loops as well as to detect loops. The rank is not a path metric and it monotonically increases as the nodes go away from the root. As the node is away from the root its rank is increased. 
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The MinHopRankIncrease determines the maximum number of hops. The node checks the rank of the parents with the neighbouring node. Whichever has the lowest rank becomes the parent of that node. If both are equal then no change is made [08]. The rank is used to avoid loops and the routing metrics are used to find the shortest path between the nodes. When there are multiple roots, the node with the smallest rank is chosen as the preferred parent [05]. 

The Zero objective function uses the hop count as the routing metric to determine the rank of the nodes. Each node is assigned a rank based on the calculation made with the hop count.
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where R(N) = Rank of the node and R(P) = Rank of the Parent Node.
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where Rf is the Rank Factor, Sp is the step of the rank and Sr is the stretch of the rank [10] [05].
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In the minimum rank with hysteresis objective function (MRHOF) the expected transmission count (ETX) is used as the routing metric and the same is also used for the path metric calculation and determination of the rank. There is slightly a different approach from the OF0 is used here in the approximation of the rank for the nodes and the preferred parent. The node with the lower rank is not immediately chosen as the preferred parent, lest it creates a churn in the network. Whereas a threshold is set and if the rank is less than the set threshold then the switch over of the parent takes place. Otherwise the node continues to have its own parent in spite of the available parents with the lower rank [11].
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Cooja Simulator

Cooja is a network simulator designed for simulating the sensor networks over the Contiki sensor Operating system. It is a Java based simulator but allows sensor nodes to be written in C [06]. Cooja is a flexible, cross-level simulator, which allows the nodes to be in different levels of not only software but also hardware. Cross-level simulation allows the simulation to take place at different levels of the system. Cooja combines both low-level simulation and high-level simulation. Cooja is not only flexible but also extensible to different sensor node platform, operating system software, radio transceiver and radio transmission models. The other prevalent network simulators like NS2, TOSSIM, AVRORA and others are capable of running the simulation at only one level of the system. For example, NS2 can run only at the network level. The TOSSIM can run at operating system level and AVRORA at machine code instruction level, whereas Cooja can run at all these three levels at a time [12]. Fig. 4 explains the structure of Cooja simulation and its relationship with the sensor motes, internet and cloud server.
1) Working of ContikiRPL

The border router is initially set up by the user and it starts functioning as the root node. The root usually takes the ID number 1 and it sends out the DIO message to the neighbours, advertising its parameters. The rank of the border router will be the minimum, that is 1. The neighbours then calculate the rank for themselves and forward the messages. Any node with the lower rank is preferred as the parent by the subsequent nodes. The routing metric is used for the calculation of the rank, and it is determined by the objective function. This process ends once all the available nodes join the DAG. If the nodes do not receive the DIO within a specified time, then they stand sending the DIS message. The nodes that received DIS message would immediately transmit the DIO message. When all the nodes have joined the DAG, then they are ready for upward traffic and they send DAO to their parents. The parent node receives the DAO and updates its routing table and enables downward traffic. The parent selection process by the new nodes that are not part of the network also takes place in the same manner [06]. Fig. 5 illustrates the parent selection process for the new nodes in RPL [13].
2) Contiki Simulation Setup

The features and the advantages of Contiki Cooja Simulator over the other popular simulators had prompted us to choose it. We have performed the simulation with a single sink and a random network topology, in order to distribute the nodes of the network in the chosen area. We have selected a square area with 1000 square meters. The inbuilt and default OF0 objective function is chosen for the sample simulation. We have chosen 100 percentage for both the TX and RX success ratio. We are fixed to the default Imin values and the redundancy factor (k) value of the RPL. In order to capture the traffic, the radio messages are enabled and captured as pcap file. Later, the saved pcap file can be used to analyse the network using Wireshark network analyser. 
C. Wireshark Network Analyser

Wireshark is one of the most powerful and open source network analyser available. It is used to capture the network traffic and to inspect closely what happens in the network. It has a user-friendly and configurable GUI with many features. It can decode over 400 protocols and supports more than 750 protocols. New protocols are being added and it is actively being developed and maintained. It can run on more than 20 platforms like Unix, Windows and Mac OS. It works on promiscuous and non-promiscuous mode. It has the ability to both capture the network as well as to read the captured file. It has got rich filter display capacity. With all these features Wireshark stands tall among its counterparts like WinDump, EtherPeek, Tepdump, Snoop, Snort, Dsniff, Ettercap, Packetlyzer, MacSniffer and so on [14]. The pcap file contains the captured traffic details and the pcap file is captured by the Cooja simulator. Analysis of this pcap file provides a plethora of information about the network, link, node and the packets.
II. QoS Measurement parameters for RPL
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The capability of a network to provide higher ranking performance and service is considered as quality of service (QoS). The performance of any network and the routing protocol can be measured through this QoS. In RPL, we take some of the outstanding parameters like ETX, latency, throughput, power consumption, convergence time and packet delivery ratio (PDR) as QoS measures. The main aim and objective of QoS is to give a guarantee that the network would provide the expected result. These parameters also give us the assurance that the network is reliable and would give the desired result [15].
A. Expected Transmission Count (ETX)

Expected Transmission Count is the number that specifies that number of transmissions of packets, a node expects from it to the destination successfully. The ETX is a discrete value computed from the following:
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where, Df is the measure probability of a packet to be received by the neighbour and Dr is the measure probability that an acknowledgement packet is successfully received. ETX is one of the measures to determine the reliability of the link. The lower the ETX the better the reliability of the link and thus the quality of the link. ETX also must not exceed a specified limit [09].
B. Latency

Latency is a total delay of a packet starting from the moment of its release in the UDP layer up to its successful reception at the destination [16]. The latency can be calculated as a difference between the time when the packet was sent from the source and time when it was received at the destination. Thus, the total latency can be calculated for all the packets by summing separately the total received time and the total sent time and then finding the difference. From this we can derive the average packet delay or the average latency by dividing the total latency by the total number of packets received [17].
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C. Throughput

RPL considers throughput as one of the routing metrics. The throughput is also calculated like latency, from the start until end of the traversal of the packet through the link. Without entering into the complex details of the definition, we can abstractly define throughput as the product of the number of packets, the size of the packets and the integer 8 in order to convert the bytes into bits, divided by the total simulation time in seconds. This generalized formula is made due to the subtlety of throughput and the difficulty in measuring them. Throughput is dependent on the traffic workload of the network [18].
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D. Energy Consumption

 The key critical issue in low power and lossy networks is energy consumption. They are low powered and energy conservation and efficient use of energy is vital to it. When we say energy not only the energy that is consumed is taken into account but also the residual energy that remains in the energy source. Mainly there are three sources of energy, namely, i) Mains-powered ii) Primary batteries iii) Energy scavenger. The energy scavengers may work well in LLNs, because there is a periodic stream of power input. The battery powered energy sources are less reliable comparing with the scavenger, because it is prone to be complete drain of energy. The power and energy values are very much dependent on the cost of sending and receiving the packets in the network. We use a single parameter in the Contiki Cooja to measure the energy consumption and the residual energy in battery powered energy sources. For the batteries we can calculate the average life time, based on its usage of energy consumption.
[image: image9.png]Ee

Eb
)

(®




where Ee is the Remaining Energy, Eb is the energy in battery, E0 is the initial energy, T is the total life time and t is the total elapsed life time. The remaining energy is easy to be calculated that how the energy is being spent. But there may be a larger energy source that could store more energy than the one with tiny energy source. We cannot compare both, using the same scale of measurement. This method is useful only in the networks where similar type of energy storage is available [09].
1) Duty cycling

The LLNs have scarce energy resources and keeping the radio on all the time would drain the energy. Therefore, the radio is kept off as much as possible and turned on only when needed, in order to conserve energy. This method is called duty cycling. It can greatly reduce the energy consumption. There are different types of listening. One is idle listening, a method of listening to the idle channels long as it remains empty and until a packet it transmitted. It is an expensive duty cycling method. There are other techniques like sampled listening and scheduling. In sampled listening the channel is periodically checked for transmission, in scheduling only at a specified time [06].

Powertrace plugin is used in Contiki to trace the energy consumption. It measures the CPU energy, Low Power Mode (LPM) energy, Radio Transmit energy and Radio Listen energy. The CPU energy is the total energy used by the CPU and low power energy is the energy used by a node when it is in power saving mode. Both radio transmit and radio listen energies are the energies used by nodes to send and receive packets. The total energy used is the sum of all these four types. These parameters are internally measured by Contiki at run time and displayed concurrently [19].
E. Network Convergence Time

Topology formation is the important routing function of the RPL before it starts the transmission of data. The network needs to be set first before its starts transmitting data, therefore the network set up time is crucial in a network. DODAG structure is formed by the RPL, by sending control messages from the root. Until the end of topology formation or construction of DODAG a lot of control messages will be sent across the network. Convergence time is the total duration between the first control message and the last control message. Shorter convergence time renders more stability to the network [20].
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F. Packet delivery Ratio (PDR)

Packet delivery ratio of a network is the ratio between the total number of packets received by a node and the total number of packets sent to that node. The PDR value can be obtained by dividing the total number of packets received and the total number of packets sent. This value predicts the network reliability. The more the value of PDR, the higher the reliability of the network. At the same time another reliability metric ETX is inversely related to the PDR. If the value of the PDR is high then the value of ETX would automatically be very low [14]. We cannot have an absolute convergence time, if the nodes are mobile, but only an initial convergence time.
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G. Control Traffic Overhead

The control messages like DIO, DIS, DAO are being generated in RPL in order to setup the network and to maintain it. These control messages are absolutely necessary for the creation of DODAG. Control traffic overhead is the total sum of all types of control messages in the network. The efficiency of the routing protocol depends on controlling the number of these messages keeping in mind the scare energy resources in IoT. At the same time the reduction of the control messages is challenging if the network is on constant flux. RPL makes use of the trickle algorithm to reduce the control traffic overhead [14].
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III.   Methods of Measuring the QoS Parameters
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Cooja simulator has a user-friendly and easy to configure GUI as shown in Fig. 6. There is a control panel to control the traffic. The environment can be set and the motes, types of motes, the radio environment, the transmission range, mote ID and many other details can be viewed online in the simulator. The sensor network will appear as seen in Fig. 7. The collect view is shown in Fig. 8, which gives around 21 node metrics quantities. The four types of node energy consumption are graphically displayed in Fig. 9. The pcap file could be enabled as we see in Fig. 10. The Wireshark network analyser is used to read the captured pcap files. Fig. 11 shows the view of pcap file opened in Wireshark. The analysis of the packet is shown in Fig. 12 and Fig. 13 shows the conversation filtering in Wireshark.
A. Measurement of ETX
The collect view of the Cooja simulation provides the online and updated data of the ETX values. After the start of the simulation, the collect view can be opened. The node information of the collect view would provide the online ETX value. After the simulation at the end of the stipulated time, the ETX value should be collected. We can take the values, individually for each node or take the average of ETX value of the whole network. Fig. 14 shows the collect view output of the ETX in Cooja simulator. The ETX value will vary according to the duration of RPL simulation. The lower the value of ETX the better the reliability of the protocol.
B. Measurement of Latency

The time delay of the packet transmissions can be calculated from the pcap file analysed in Wireshark. Each transmission has the time as well as the mote ID and the difference between the sending time at any node and the time of reception of the packet at the sink can be calculated for each node. The sum of the total would give the total latency and the average of the time will give average latency. Like ETX, the end to end delay has to be minimum for any network to give a better performance.
C. Measurement of Throughput
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The throughput can be calculated by analysing pcap file. The total number of packets transmitted and the total time of simulation. Otherwise it is also easier to find out from the summary statistics in the Wireshark application, which is given in Fig. 15. The throughput value should be more for a network, in order to be considered better. 
D. Measurement of Energy Consumption

The collect view of Cooja simulator provides the tabulated details of the energy consumption of each individual node in all the four levels, namely CPU energy, LPM energy, Radio on time Energy, Listen time energy. The figure. X shows the display of the tabulated energy consumption. It also possible to find the four levels of energy consumption individually and collectively using this GUI display. The energy consumption output is shown in Fig. 9. The lower the energy consumption of a node and the network, the better it suits for the LLNs.
E. Measurement of Convergence Time
The pcap file captured in Cooja is evaluated by Wireshark network analyser. We use the filter to select only the DIO messages and find the first and last DIO control message. We can also get the convergence time by analysing the mote output of Cooja simulator as shown in Fig. 16. The mote output provides details of the time at which the message is sent, the mote ID number and the details of the transmission. It is very easy to locate the last DIO that joined the DAG in that mote output file. The convergence time needs to be the minimum for a network to provide better stability. Usually it takes from 5 seconds to 15 seconds for a network to get converged. Depending on the mobility of the nodes it may vary.
F. Measurement of PDR

The packet delivery ratio can be calculated using the pcap file in the Wireshark network analyser. The total sent packets and the received packets can be filtered using the filtering mechanism in the Wireshark. Packet delivery ratio is one of the main factors in measuring the reliability of a network. A network with a good transmission range will provide more than 90 % of PDR. The network size affects the PDR value. 
G. Measurement of Control Traffic Overhead

We take into consideration once again the pcap file for the analysis of the control traffic overhead. We filter out only the DIO, DIS and DAO control messages. The sum of all these provides the total control traffic overhead of the network. The control overhead should be reduced as much as possible, because more traffic would drain the batteries and affect greatly the low powered devices in LLN.
IV. Conclusion

The quality of any network consists in the way it delivers the expected result. The quality of services guarantees the network quality and performance. We have taken into consideration some quality measures to ensure the quality of RPL. The results derived from using these measurements can be of great help to predict the robustness, reliability, stability, resilience and other vital qualities of the network.
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Figure 2.  DODAG Version
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Figure 3.  RPL Control Message
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Figure 5.  RPL Parent Selection
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Figure 4.  Cooja Simulator and Sensor Structure





TABLE I.  Contiki Cooja Simulation Environment





Parameters�
Value�
�
Objective Function�
OF0�
�
Number of Motes�
30�
�
Topology�
Random�
�
TX Ratio�
100%�
�
RX Ratio�
100%�
�
TX Range�
100m�
�
Simulation Time�
15 minutes�
�
Squared Area�
1000 meters�
�
Wireless Channel�
UDGM: Distance Loss�
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Figure 6.  Cooja Simulator GUI�
Figure 7.  Sensor Map in Cooja Simulator�
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Figure 8.  Collect View of Cooja�
Figure 9.  Power Consumption Histogram in Cooja�
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Figure 10.  Enabling Capture in Cooja�
Figure 11.  Viewing Captured File in Wireshark�
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Figure 12.  Packet Analysis View in Wireshark�
Figure 13.  Filtering Conversation in Wireshark�
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Figure 14. ETX Value Displayed in Collect View
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Figure 15. Summary Statistics in Wireshark
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Figure 16. Transmission Time in Mote Output














© 2018, IJCSE All Rights Reserved                                                                                                                                              283
  © 2018, IJSRNSC All Rights Reserved                                                                                                                                  291

[image: image28.png]@ Application Places fe B i) ves e 33
S nce ek 73 e i o sk

e Gt Vi G Cotr e S by T el

FHWU Y WEXCHL QS ITE (EN oD KDEX @

O —

© = comanatons anyap

P i dasa bimien s i
e o e
resoanaTaaR2I0 MRS ' s " R dmtimportiggz
e o
e R
e ittt

e | reensrsn | D

] i

a1y [N
O 8 ric rome it s Dty 756k st 030357 oot

Pty =T

E




[image: image29.png]@ Applications Places L ) Mar1512:10PM {i}

® — = Sensor Data Collect with Contiki (connected to <stdin>)

Eile Tools
Nodes | ("Node Control | Sensor Map | Network Graph | Sensors | Network | Power | Node info | Serial Console
‘ﬂ’ Node] Received] Dups| Lost | Hops| Rtmetric] _ETX | Churn] Beacon Interval] Reboots] CPU Power] LPM Power| Listen P..] Transmit ..| Power] _ Ontime | Listen D...|Transmit ..JAvg Inter-pack..] Min Inter-pack.. Max Inter-pac,
ol o o 0000 0000 0000 0 o 0000 0000 0000 0.000 0.000 0,000 0.000
- 22 To[ 0| 0]2.000/ 768.000 32,000 0| & min 17 5e¢ O 0.378] 0152 0.504] 0170 1204 Zmin, 08sec| _ 0.840 0.320| G min. 50 58| O rmin 12 5ec| L min. 56 s8¢
33 53 5[ 0| 0/1.000/ 512.000| 16.000 0/ _8min. 58 sec O 0.395 0152 0.425  0.048 1.021[ 1 min.5lsec|  0.708| 0.091 0 min. 48 sec| O min, 20sec 1min. 43 sec
aa g S 0| 4/2.000] 768.000| 32.000 0 Tommin. 55 sec O 0518 0148 0.560 _ 0.077[ 1303 1mn. 13secl 0934 0.145 0min.55 sec| 1min. 01 sec 1min. 22 sec
55 |55 o[ 0| 03.0001024.0..] 43.000 0 7min. 16 sec O 0.426] 0151 0.543  0.140[ 1.256] Zmin, 02 sec| _ 0.505 0.263 0 min. 52 sec| 0 min. 13 sec| 1 min, 44 sec
6.6 6.6| 6| [ 3/2.000| 768.000] 32.000| 09 min, 05 se| [ 0.366 0152, 0.480| 0.158] 1,157 1 min, 08 se| 0.801 0.297| 0 min, 47 sec| 0 min, 32 sec| 1 min, 32 se|
77 |77 70| 3/1.000| 512.000| 16.000 0 T1min. 32 sec O 0.408] 0151 0.436| _ 0.028 1.024] 1 min. 26 sec| _ 0.727 0.052] 0 min. 44 sec| O min, 18 sec 1 min, 32 sec
88 |88 (0| 33.0001024.0..] 45.000 08 min. 54 sec O 0.415| 0151 0.525| 0131 1221 Imn 18secl  0.875  0.245| 0 min. 43 sec| O min. 30sec 1 min. 30 sec
99 |us 80| 2/2.000] 768.000| 32.000 0 _9min, 57 sec O 05200 0148 0.631  0.252 1.561 1min. 34 secl _ 1.051 0.494] 0 min. 40 sec| O mmin, 0Zsec 1min. 13 sec
1010 |[T0.10 70 3[1.000[512.000] 16.000 0| 10min, 17 sed 0 0.402] 0151 0451  0.038] 1.042 Imin. 20sec|  0.751  0.072 _0min. 43 sec| O min. 24 sec| 1 min. 17 sec
[ERE R FEw 70 2[2.000 768,000 32.000 0| _&min, 53 seq O 0471 0145 0565 0.122] 1.327] Imin 265ec|  0.975  0.229] 0min. 39 sec| O min. 09 sec| 1 min. 44 sec
1212 1212 (0| 33.0001024.0..] 43.000 0 8 min. 54 sec O 0.425] 015 0.53  0.15[1.233 1 mn 18secl  0.898  0.216] 0min. 49 sec| Omin. 25sec 1min. 43 sec
1315 |[13.13 S 0| 0/1.000| 512.000| 16.000 0/ 8 min. 00 sec 0 0.405| 0151 0.445  0.073 1.078] 1min. 59 sec| _ 0.748 _0.138] 0 min. 48 sec| O mmin, 25 sec| 1 min. 24 sec
la1a |[1214 60| 3/2.000] 76.000| 32.000 09 min, 05 sec O 0457 0150 0.524] 0120 1.250 1 min. l6sec] _ 0.873 0.226] 0min. 4L sec| Omin, 05sec 1min. 15 sec
ote 518 80| 2/2.000] 768.000| 32000 0 _9min. 57 sec O 0.568] 0.6 _0.718] _ 0.366 1795 1 min, 42 sec| 1157 0.0 0 min. 40 sec| O tmin, 07 sec| 1 min. 25 sec
e lheas 70| 3/2.000] 768.000| 32000 0 T0min. 17 sec O 0.8 0148 0.554 01381338 1mn 33sec]  0.923 0.260| 0 min. 44 sec| O min, 08 sec 1 min, 44 sec
el v S0 4/2.000] 768.000| 32000 0 9min, 10sec 005040 0148 0.576]  0.081[ 1.308] 1 min, 05sec|  0.959 0.152] 0 min. 47 sec| O min, 29 sec| 1 min, 48 sec
1717 Jisis (0| 33.0001024.0..] 43.000 0 9 min, 05 sec O 0.448] 0150 0.553  0.38 1.290 1min. 22sec| 0522 0.261 0 min. 44 sec| O min, 01 sec| 1 min. 29 sec
18 o9 70| 2[1.000| 512.000| 16.000 0 9 min. 02 sec 0 0.415] 0151 0.450  0.05[ 1111 I mn 28 sec] _ 0.817 0.097| 0 min. 36 sec| 0 min, 07 sec| 1 min, 04 sec
19.19 5559 70| 3/2.000] 768.000| 32.000 0 T0min. 17 sec O 0.344) 0153 0.445|  0.451.087 1min. 20secl _ 0.742 0.273 Omin. 44 sec| Omin 20 sec 1 min. 22 sec
20.20 i1 51 60| 3/1.000/ 512.000 16.000 0/ 9min, 05 sec O 0.475] 0145 0.492]  0.059 1176 1min. 25sec| _ 0.821 .11 0 min. 46 sec| O min. 16sec 1 min. 34 sec
22 (55, 60| 3/2.000] 76.000| 32.000 0 8 min. 54 sec 0 0.457 0150 _0.567|  0.41[ 1315 1min 18sec]  0.945 0.266| 0 min.52sec| O min. 39 sec 1 min. 41 sec
22.22 33,53 6| [ 3/2.000| 768.000] 32.000| 09 min, 05 se| [ 0.456| 0.150, 0.544, 0.129] 1,278 1 min, 12 se| 0.906 0.243| 0 min, 48 sec| 0 min, 50 sec| 1 min, 14 se|
23.23 (32,20 70| 3/2.000] 768.000| 32000 0 T0min, 17 sec O 0.455] 0150 0.495  0.115 1.220] 1min 28sec| _ 0.832 _0.217| 0min. 43 sec| O min. 29 sec| 1 min, 44 sec
2024 |[25.35 70| 3/2.000] 768.000| 32000 0 10min, 17 sec O 0421 0151 0.491 0114/ 1177 Imn 34sec 0.8 0.214] 0min.45sec Omin, 04sec 1min. 14 sec
25.25 |[25.28 70| 3/1.000/ 512.000| 16.000 0 10min, 17 sec 00500 0.8 0.505|  0.033 1186 1min. 35sec| _ 0.842 0.061| 0 min. 43 sec| O mmin, 29 sec| 1 min, 00 sec
26.26 [27.27] 80 3[1.000[512.000] 16.000 0| _Gmin, 05 sed 0 0333 0153 0.405  0.041] 0.933 1 min. 04sec|  0.675  0.078] 0 min. 40 sec| O min. 27 sec| 1 min. 15 sec
27.27 |[26.28) 70 3[3.000(1024.0..| 48.000 0 10min, 08 seq 0 0.442] 0150 0562 0.205 1.375 Imin. 165ec|  0.970  0.386] 0min. 45 sec| O min. 13 sec| 1 min. 41 sec
2828 |[29.29 70| 3/1.000| 512.000] 16.000 0] 10min. 17 sec 0 0.603 0.5 _0.885 _ 0.109 1.742 1min. 41 secl _ 1.475 0.205| 0 min. 46 sec| O min, 03sec 1 min. 54 sec
3030 |[30.30 70| 3/L.000| 512.000 16.000 0 10min, 17 sec O 0.355| 0153 0.422]  0.037 0.957 1min.43sec|  0.704 _0.070| 0 min. 4L sec| O mmin, 24 sec 1 min. 06 sec
030 | (0| 33.0001022.0..] 45.000 0/ 8min. 54 sec 0 0.408] 0151 0.560 0154/ 1.274] Imin.13sec] 0934 0.200| 0 min. 45 sec| O min, 20 sec 1 min. 26 sec
031 | Aval  6.9000.0002.533 1.867| 733867 29.867 0.000 9 min, 29sec| 0.000  0.443  0.150  0.531  0.118 1.242| 1 min, 285ec _ 0.886  0.222 0min, 45sec 0 min, 20 sec 1 min, 20 sec

@ @ [Terminall || My simulation - Cooj.



[image: image30.png]® Applications Places

L 4)) Mar18 9:54PM  {i}

mind.pcap [Wireshark 1.7.2 (SVN Rev 42506 from /trunk)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

® - o Wwireshark: Summary

ITF+ EE W

#¥EX e

Interface Dropped Packets CaptureFilter Link type Packet size

Display
Display filter: none
Ignored packets: 0
Traffic Captured  Displayed  Marked
Packets 32524 32524 0
Between first and last packet 3887.371sec
Avg. packets/sec 8.367
Avg. packet size 88.891 bytes
Bytes 2891079
Avg. bytes/sec 743.711
Avg. MBit/sec 0.006
| Heb | [Lgose |

nds]
nds]

©# File: "/home/user/contiki/tools/c...

Packets: 32524 Displayed: 32524 Marked: 0 Load time:

File ession... Clear Apply Save
Name: /home/user/contiki/tools/cooja/build/mind.pcap | A
Length: 3411487 bytes ation Protocol Length Info
Format: Wireshark/tcpdump...-libpcap
Encapsulation:  IEEE 802.15.4 Wireless PAN
Packet size limit: 4096 bytes

Time
First packet: 2018-02-15 11:27:50
Last packet: 2018-02-1512:32:37
Elapsed: 01:04:47

Capture

Profile: Default

m M min..

@ [so.. [ con.. [& Con. |s} Mo.

|&} Mo...

|&} Mo...

|8} Mo... [&] Mo... & M

|&} Mo...



[image: image31.png]@ Applications Places 1y B ) Maris612Pm L
® - = Mote_Min12- Libreoffice Calc
File Edit View Insert Format Sheet Data Tools Window Help

EFH EE&R L& <k RO E-E- I NURE

Liberationsans [~/ [10 |« B / U A - @ - YU b - % 0o 1] &5 3% -
A1 v & & = [00:00.307 | =
. s [4 D E F G H 1 J a

265 000525 o e oSS
D o151 Ioa1 o8 e s

R ohotatr 1ot R e s 0181 30555

R ohoL315 155" Comesscwacim ot savs b pot 75658

ookt Ioai G s s s s e

S o oot s

T ohorer Io it obis e ai717 G2 7t e s Vot i 025

T ook s 1531 e s smencsm i s eyt SR

e oot 1531 s o et ik i .|t e 2 | G il 55
S oot Ion R ENATIS, e cosconscomonsoz eI

T o015 1o Sty o e s e e

S oot 1o Jop et e hes

S ooor s Ion v ameser e T

S oorias o s

3 ook a1 I>% e vt i sver - i por TS558

oot o1 s o i o ot

3 ooorts Io1 e e e

S ohoras o1 Tamane Ul
e onos s I sans a0t 1202 7020 T 561058158710 255 1 52215 1 S 5550040

R ohoams Io1 S5 s e 10250 B TS Sho B s s B 5000
b ohoudis Io1 55T St o 505 150 o o0 4 5 0S4 20 o 3 o R0 00
D hoetes Io1 S5 S0 o 105500 s ko300 755 i 5 B S B 5050,
D oot Io1 S5m0 0 s i s S0 s o 2L 18 o 00T
3 hoeais Ioi 55T s s 305 50 oak e S 150 B 2 s o 8 13 s S8 000
B} hoatis Io1 oot oy 105 7080 e 39 s 501 8 o 23 oo e 8000
L koot Io1 oo st s 50 5 e o s o 0 s 2 20 23 o s 000
B3 okioais Iox oo s s 10 600 o a1 B 13 L 5 e s 000
e 101 5o st s 10550000 s o 7 e 2 250 s ot L% s SB955005
e okiais Io1 S5m0 207000 s S 20 bl 5 s 3 2013 8 e SR 0500
B otiots Io1 S5m0 5300020 e 52 54 e 30t 125 s 6000
B oiotis Io1 55T 20 k305 00O s 257208 320 S o S 0000
3D iors Io1 S5m0 k1305 o oo o S o3 S So 0013  SE e 0000
S iotar Io1 Sooree st Tor 305 oo e Sorr o5 s 7o 135k 1 e s 0000
s 151 S5rso 2 5505 ot o 0o ST e T 2 7o 23k 10 o o 0000
a7 I 55T 21 05 oo e 7 A 5 11 2% 9 s 000
e tre 1o S5 2000 505 oo Ao Sk o2 o 0 035 B o 0400
I OLo1005 1o S5 S S 305 s o 415 S st o 1ot ok 15 5 1 B e e D60
L Lot Io1 S5 S e 1 D255 1970 Tk s oS T s 1 5 o 1 1 e e D60
D kit Io1 S5mee S s 203 ko e LT T 3 15 1 1 e e D60
o Io1 55T S8 1 15025518000 s S0 S5 ikt ek DL s b s 00
Lot s[> 55T 38 04 023500 0t s 2 o0 B ST Lk 1 e 0050
D o7 Io1 S5 s 105 ot o o ks T 2 5 11 2 9 s S 000
D ke Io1 55T S 505 o7t 0 5 ks S5 2 T2 Lt 18 s 0000
1 ohentis 151 Shorse s 505 5t 0 o 7ot e soe o1 ok 18 i s 0500
313 ohisams Io1 5o5rsesoens ot 205 1Ag o o s 200 s 270 11 1k 5 o oo o 0006

+ | Mote_Min12
Sheet 10f 1 Default = & + 100%

@ M mindpca.. @ Softwar.. [ contiki |8} ControlT... |s] Mote n3... |8} Mote mi... [8] Mote Mi... [8] Mote Mi... |s] Mote Mi.. [s} Mote Mi... |s} Mote mi.. Majivoteivnd =0




[image: image32.jpg]


[image: image33.jpg]


