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Abstract: Password protection in widely used file formats such as PDF, ZIP, and RAR is a key mechanism for securing 

sensitive digital data. While these formats implement strong encryption algorithms, including AES and key derivation functions 

like PBKDF2, practical security often hinges on the strength of user-chosen passwords, which are frequently weak or 

predictable. This study provides a comprehensive comparative analysis of password recovery techniques, encompassing 

conventional methods, brute force, dictionary-based, and rule-based approaches, and AI/ML-assisted strategies, including 

Markov chains, probabilistic context-free grammar (PCFG), and recurrent neural networks (RNNs). Experiments were 

performed on CPU-based systems using John the Ripper and Hashcat, evaluating performance across varying password lengths, 

character sets, and encryption schemes. The results demonstrate that weakly encrypted ZIP files are recovered almost instantly, 

whereas RAR archives employing PBKDF2-HMAC-SHA256 show substantially higher resistance. PDF files remain vulnerable 

to short passwords despite AES-256 encryption. Rule-based strategies consistently reduce recovery time compared to brute-

force methods, while AI-assisted approaches produce realistic password candidates that closely mimic human password 

behavior, further enhancing efficiency. The findings underscore that practical security depends more on password quality than 

on cryptographic strength. This analysis offers actionable insights for security auditing, the enforcement of password policies, 

and the design of more resilient authentication mechanisms. Future work will explore GPU-accelerated recovery using CUDA 

frameworks and investigate the implications of quantum computing on large-scale password cracking, providing guidance for 

addressing emerging digital security challenges. 
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Graphical Abstract-  
This graphical abstract illustrates the comparative analysis of 

password recovery techniques for encrypted PDF, ZIP, and 

RAR files. It visualizes the workflow from hash extraction to 

recovery using brute-force, rule-based, and AI/ML-assisted 

methods (Markov chains, PCFG, RNNs), highlighting 

differences in efficiency across file formats and encryption 

schemes. The figure also emphasizes the impact of password 

complexity on recovery times and indicates future directions, 

including GPU acceleration and quantum computing, 

providing a concise overview of methodology, results, and 

practical implications for cybersecurity and digital forensics. 

 

 

1. Introduction  

 
File compression and document protection are essential 

components of modern data management, enabling efficient 

storage and secure information exchange. Formats such as 

RAR, ZIP, and PDF are widely used due to their portability, 

compression efficiency, and built-in encryption features. 

 

However, the security of these formats largely depends on 

user-selected passwords, which are often weak or predictable, 

creating vulnerabilities exploitable by attackers. 
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Figure 1: Graphical Workflow of Password Recovery 

 

RAR and ZIP dominate the compressed archive landscape. 

ZIP is valued for its simplicity and broad platform support, 

though its traditional encryption (ZIPCrypto) is weak [7], [8], 

[9]. RAR archives provide higher compression ratios, multi-

volume support, and AES-based encryption with PBKDF2 

key derivation [3], [12]. PDF, standardized under ISO 32000 

[5], is widely used for document exchange and offers user 

and permissions password protection. Despite the evolution 

from early weak encryption to modern AES-256, 

vulnerabilities such as implementation flaws can compromise 

security [13], [10]. 

 

Modern password recovery techniques exploit these 

weaknesses. Traditional brute-force and dictionary-based 

approaches have been supplemented by rule-based methods 

[22] and AI/ML-based models such as PassGAN [14], 

PassFlow [15], and PagPassGPT [17], which learn from 

leaked password datasets to improve guessing efficiency. 

Weak passwords, even in strongly encrypted archives, remain 

a critical security concern [20], [19]. 

 

i. Problem Statement 

Although RAR, ZIP, and PDF incorporate strong encryption 

algorithms, their real-world security is undermined by: 

1. Weak, predictable passwords susceptible to AI/ML-

assisted recovery [20], [22]. 

2. Implementation-level vulnerabilities that may allow 

attackers to bypass encryption [10], [13]. 

 

ii. Objective of the Study 

This study aims to: 

1. Conduct a comparative analysis of encryption and 

password protection in RAR, ZIP, and PDF formats. 

2. Evaluate password recovery methods, including 

brute-force, dictionary, rule-based, and AI/ML-based 

approaches. 

3. Assess real-world vulnerabilities, highlighting gaps 

between theoretical security and practical 

exploitation. 

 

iii. Motivation 

Due to their widespread usage, compressed archives and PDF 

documents are high-value targets for attackers. Weak 

passwords and AI-assisted attacks necessitate systematic 

evaluation of encryption strength, password security, and 

practical implementation, providing insights for both 

cybersecurity professionals and digital forensic investigators. 

 

2. Background and Literature Review 

 
i. Overview of Compressed File Formats 

RAR, ZIP, and PDF remain central to file compression and 

document security. RAR archives offer higher compression 

ratios and AES-based encryption with PBKDF2 key 

derivation [3], [12], whereas ZIP archives prioritize 

simplicity and compatibility [7], [8], [9]. PDF files, though 

not primarily compression formats, are widely adopted for 

document exchange and provide user and permissions 

password protection [5], [13]. Despite strong encryption, 

weak user passwords frequently undermine practical security 

[20], [19]. 

 
Table 1: outlines key differences between RAR and ZIP features. 

Features RAR ZIP 

Compression Efficiency Produces smaller files Less efficient 

Compression Speed Slower Faster 

Algorithm Advanced Simpler 

Software Support WinRAR or other compatible tools Built-in support in most systems 

 

ii. Structure of RAR Files: 

A RAR archive consists of a marker block, an archive block, 

and one or more file blocks. These can operate in filename-

encrypted mode, where all headers and filenames are hidden, 

or non-filename-encrypted mode, where only file content is 

encrypted [3]. The HEAD_FLAGS field indicates whether 

filename encryption is enabled [12]. 

 
 

Table 2: Structure of a RAR File 

Block Type Description 

Marker Block 
Standard block header, no specific fields 

 

Archive Block Archive-specific metadata 

File Blocks encrypted Metadata and file content 

 

iii. Structure of ZIP Files: 

ZIP archives include a local file header, central directory file 

header, and an end-of-central-directory record [7]. Modern 

ZIP implementations support AES-128/256 encryption with 

PBKDF2-SHA1, though unlike RAR, they do not typically 

obfuscate filenames [9]. 
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Table 3: Structure of a ZIP File 

Component Description 

Local file header Metadata for individual files 

Central directory file header Summary of all files in the archive 

End of central directory record Marks the end of the archive 

 

iv. Structure of PDF Files 

PDF, standardized under ISO 32000 [5], is designed for 

reliable cross-platform document representation. A PDF file 

consists of a header, body, cross-reference table, and trailer. 

Password protection may involve a user password (to open 

the document) or a permissions password (to restrict editing, 

copying, and printing) [13]. 

 
 

Table 4: Structure of a PDF File 

Component Description 

Header Identifies PDF version 

Body Contains objects (text, images, streams) 

Cross-Reference Table Byte offsets for locating objects 

Trailer Provides file metadata and pointers 

 

v. Evolution of Encryption Algorithms 

Encryption in compressed and document formats has evolved 

significantly. Early RAR versions offered minimal or no 

encryption, while RAR5 introduced AES-256 with PBKDF2-

HMAC-SHA256 and optional filename encryption [3], [12]. 

ZIP encryption progressed from weak ZIPCrypto to AES-256 

[7], [9]. PDF encryption evolved from RC4-40 to AES-256 

with SHA-512 in ISO 32000-2 [5], [13]. 

 

 
Table 5: Evolution of Encryption Algorithms 

File Format Version/Year Encryption Algorithm Details 

RAR 1.3 (1993) None No encryption support 

RAR 5.0 (2013) AES-256 with CBC & BLAKE2sp Filename encryption supported 

ZIP 0.9 (1989) None Initial version, no encryption 

ZIP 10.0 (2006) AES-256 Optional AES encryption 

PDF 1.3 (Acrobat 4) RC4-40/128 bit Weak legacy encryption 

PDF ISO 32000-2 AES-256 Modern strong encryption 

 

vi. File Compression and Security Implications 

Compression impacts storage efficiency and security. Text 

and PDF files compress significantly, whereas JPEG and 

MP3 files compress little [6]. Compression also reduces 

redundancy, making ciphertext less predictable [3], [6]. 

Attackers often target archives because cracking a single 

password can expose the entire dataset [10]. 
 

 

Table 6: Comparison of File Sizes Before and After Compression 

File Type Original Size (KB) Compressed Size (KB) Compression Ratio (%) Size Ratio (%) 

Text file (.txt) 6.39 2.68 58.06 2.34 

Document file (.docx) 18.5 9.62 47.95 1.92 

PDF (.pdf) 60.4 57.4 4.97 1.05 

 

3. Methodology 
 

i. Rule-Based Approach 

Rule-based password cracking improves upon dictionary 

attacks by applying transformations that mimic realistic 

human behavior. Instead of exhaustively exploring the 

keyspace, this method focuses on likely patterns such as 

appending digits, substituting letters with symbols, 

capitalizing the first character, or mixing alphanumeric 

patterns. These targeted rules generate candidate passwords 

efficiently, balancing coverage and computational cost. 

Foundational studies, including PCFG [22] and Markov-

based approaches [1], have shown that user-generated 

passwords often follow predictable patterns. 

 

 
Table 7: Summary of Character Sets Used in Rule-Based Cracking 

Character Set Size 

Lowercase letters (a--z) 26 

Uppercase letters (A--Z) 26 

Digits (0--9) 10 

Special symbols (!, @, \#, etc.) 33 

Alphanumeric (letters + digits) 62 

Full printable set 95 
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ii. Hash Extraction 

Password recovery begins by extracting cryptographic hashes 

from protected files using rar2john, zip2john, and pdf2john. 

The hash format depends on the file type and encryption 

scheme: 

• RAR (v3/v5): PBKDF2-HMAC-SHA256 for AES-

128/256 [3], [12]. 

• ZIP: Weak ZIPCrypto or AES with PBKDF2-SHA1 

[7]–[9]. 

• PDF: RC4-40 in older versions, AES-256 in modern 

standards [5], [13]. 

 

iii. Experimental Setup 

Tests used systematically constructed 3- and 4-character 

wordlists to evaluate brute-force, rule-based, and AI/ML 

approaches. Experiments were conducted on a Windows 11 

Pro 64-bit system with an Intel i7-8700 CPU and 16 GB 

RAM. Wordlists ranged from 4.08 MB to 466 MB. Recovery 

times were recorded for PDF, ZIP, and RAR archives. RAR 

archives were hardest to crack due to PBKDF2 iteration 

counts [4], while ZIP remained weaker for short or 

predictable passwords [7], [20]. 

 

iv. AI/ML-Based Approach 

AI/ML-based methods learn password distributions from 

large datasets, adaptively prioritizing guesses that reflect real-

world user behavior. Early probabilistic models like PCFG 

[22] and Markov models [19] reduced search complexity. 

Recurrent neural networks captured sequential dependencies 

in password structures. Recent generative deep learning 

approaches include: 

• PassGAN: GAN-based generation of realistic passwords 

[14]. 

• PassFlow: Flow-based generative models [15]. 

• Hybrid VAEs + Transformers: Improved generalization 

[16]. 

• PagPassGPT: Transformer-based structural pattern 

modeling [17]. 

 

 
Figure 2: Hash extraction and password recovery workflow (Rule-Based 

Approach) 

AI/ML approaches outperform rule-based cracking when 

sufficient training data exists, highlighting their value in 

digital forensics and enterprise security assessments, and 

emphasizing the need for stronger password policies and user 

awareness. 

 

4. Results and Discussion 
 

The experiments evaluated password recovery performance 

using 3- and 4-character wordlists across brute-force, rule-

based, and AI/ML-based approaches. Specifically, three 

different password-protected file formats, RAR, ZIP, and 

PDF, were tested with a rule-based generated 3-character 

wordlist on a system configured with 12 OpenMP threads, to 

assess the efficiency of John the Ripper in recovering 

passwords under different encryption schemes. Table 8 

summarizes the cracking times. Rule-based cracking 

consistently outperformed brute-force methods, achieving up 

to a 70% reduction in recovery time [22], [1]. For the RAR 

file, which employed PBKDF2-SHA256 as the hashing 

mechanism, the cracking process took approximately 3 

minutes and 11 seconds. The delay is attributed to the high 

iteration cost of PBKDF2-SHA256 [12] (32,768 iterations), 

making brute-force attempts computationally intensive. 

 

On the other hand, both the ZIP file and the PDF file were 

cracked instantly, requiring 0 seconds to recover the 

passwords. The ZIP file utilized PBKDF2-SHA1, while the 

PDF relied on MD5 with SHA2 RC4/AES for encryption. 

Their near-instant cracking suggests that either the chosen 

passwords were weak (and existed in the generated wordlist) 

or that the computational cost of their protection mechanisms 

was relatively lower compared to RAR5. Extending password 

length further amplified these differences: 4-character RAR 

and PPT files required several thousand seconds to recover, 

compared to only minutes for PDFs and ZIPs [4], [7], [20]. 

 

 
Figure 3: Comparative Workflows for Brute Force, Rule-Based, and AI/ML 

Approaches 

 
 

 



International Journal of Computer Sciences and Engineering                                                                          Vol.13(9), Sept. 2025 

© 2025, IJCSE All Rights Reserved                                                                                                                                             12 

 

Table 8: Time taken for password cracking of PDF, ZIP, and RAR. 

File Format 3-char Password (s) 4-char Password (s) 

PDF 0 57 

RAR 191 3900 

ZIP 0 351 

PPT 0 4608 

Note: 0- indicates near-instant recovery within measurement precision on the test system. 

 

These results indicate that the encryption scheme and key 

stretching mechanisms strongly influence password 

resistance. RAR’s PBKDF2-based iterations substantially 

increase computational effort, while ZIP and PDF remain 

vulnerable under short or predictable passwords. The 

exponential increase in recovery time with password length 

highlights the importance of enforcing longer, complex 

passwords [19]. Rule-based cracking demonstrates efficiency 

by aligning guesses with realistic human-generated patterns, 

confirming its practicality for both forensic investigations and 

enterprise security assessments [22], [1]. 

 

 
Figure 4: Cracking times for ZIP, PDF, RAR, and PPT using 3- and 4-

character passwords (bar chart). 

 

The experimental findings also reflect real-world 

implications. Predictable password choices, even in strong 

cryptographic formats, undermine security, making archives 

high-value targets for attackers. This aligns with prior studies 

that demonstrated vulnerabilities in ZIPCrypto and legacy 

PDF encryption, despite formal encryption standards [7], 

[13]. Additionally, the results emphasize that file type, 

encryption scheme, and password structure collectively 

determine recovery difficulty, reinforcing the need for 

context-aware security policies. 

 

Limitations: While the study provides detailed insights, it 

focused primarily on short passwords (3–4 characters) and 

local computational resources. GPU or distributed 

acceleration was not evaluated, and results for longer, high-

entropy passwords remain to be explored. Furthermore, 

AI/ML-based approaches were not fully benchmarked due to 

dataset and time constraints, representing an avenue for future 

work [14], [15], [16], [17]. 

Implications and Future Directions: The findings suggest that 

combining rule-based and AI/ML approaches could improve 

recovery efficiency for longer and more complex passwords. 

Enterprise systems should adopt strong, randomly generated 

passwords and modern encryption schemes to mitigate 

potential attacks. For forensic analysts, adaptive AI-driven 

methods provide scalable solutions to efficiently recover 

passwords, especially when human-generated patterns 

dominate. Future research should extend evaluations to longer 

passwords, GPU-accelerated environments, hybrid AI/rule-

based frameworks, and distributed password recovery 

platforms. 

 

5. Conclusion and Future Work 
 

This study systematically evaluated Brute-Force, Rule-Based, 

and AI/ML-based password recovery techniques on encrypted 

PDF, ZIP, RAR, and PPT files. The results demonstrate that 

rule-based approaches offer substantial efficiency gains, 

reducing recovery time by up to 70% compared to brute-force 

methods. This improvement is primarily due to alignment 

with common human password patterns, allowing targeted 

exploration of the keyspace. Experimental evidence from 

Table 4 confirms that short passwords in ZIP and PDF files 

can be recovered almost instantaneously, whereas RAR 

archives exhibit significantly greater resistance due to 

PBKDF2-based key stretching [12]. 

 

The findings highlight that password security depends not 

only on cryptographic strength but also on user behavior and 

implementation practices. Even strong AES-256 encryption 

can be undermined by predictable passwords, consistent with 

prior studies showing weaknesses in ZIPCrypto and legacy 

PDF encryption [7], [13]. The comparative analysis 

reinforces the critical interplay between password 

complexity, encryption scheme, and file type. 

 

Looking forward, AI/ML-based approaches, including 

generative models such as PassGAN [14], PassFlow [15], 

hybrid VAE-Transformer models [16], and PagPassGPT [17], 

are expected to further enhance recovery efficiency for longer 

and more complex passwords. These methods teach structural 

patterns from large datasets, enabling adaptive and scalable 

solutions for forensic investigations and enterprise audits. 

 

Future Scope: 

Future research can expand this work in several ways: 

1. GPU-accelerated and distributed password recovery: 

Leveraging parallel computing to reduce recovery times 

for high-entropy passwords. 
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2. Longer and more complex password analysis: Extending 

experiments beyond 4-character passwords to assess 

AI/ML performance on real-world password 

distributions. 

3. Hybrid AI/ML-rule-based frameworks: Combining rule-

based heuristics with generative models to optimize 

recovery efficiency. 

4. Integration with cloud-based forensic platforms: 

Applying these approaches in enterprise-scale 

environments to evaluate performance and scalability. 

5. Security recommendations: Providing actionable 

guidelines for creating strong passwords and selecting 

encryption schemes to resist emerging password recovery 

attacks. 

 

In summary, the study confirms the efficiency of rule-based 

approaches for short passwords while highlighting the 

potential of AI/ML methods for complex password recovery. 

Incorporating these insights can guide both forensic analysts 

and organizations in strengthening password security 

practices and preparing for future advancements in password 

recovery techniques. 
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Appendix A:  

Rule Intersections Used in Experiments 

For completeness, the detailed rule intersections used in our 

experiments are listed below: 

Alphabet small letters: S=26, Alphabet capital letters: B=26, 

Integers: I=10, and Special characters: Sp=33 

 

The total number of characters for a brute force attack on 

password cracking is 95. 
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1. S∩B = SUB - (S + B) // The total number of 

characters is 52. 

2. S∩I = SUI - (S + I)    // The total number of 

characters is 36. 

3. S∩Sp = SUSp - (S + Sp) // The total number of 

characters is 59. 

4. B∩I = BUI - (B + I)      // The total number of 

characters is 36. 

5. B∩Sp = BUSp - (B + Sp) // The total number of 

characters is 59. 

6. I∩Sp = IUSp - (I + Sp) // The total number of 

characters is 43. 

7. S∩B∩I = SUBUI - (S∩B + S∩I + B∩I + S + B + I) 

// The total number of characters is 62. 

8. S∩B∩Sp = SUBUSp - (S∩B + S∩Sp + B∩Sp + S + 

B + Sp) // The total number of characters is 85. 

9. S∩I∩Sp = SUIUSp - (S∩I + S∩Sp + I∩Sp + S + I + 

Sp) // The total number of characters is 69. 

10. B∩I∩Sp = BUIUSp - (B∩I + B∩Sp + I∩Sp + B + I 

+ Sp) // The total number of characters is 69. 

11. S∩B∩I∩Sp = SUBUIUSp - (S∩B∩I + S∩B∩Sp + 

S∩I∩Sp + B∩I∩Sp + S∩B + S∩I + S∩Sp + B∩I + 

B∩Sp + I∩Sp + S + B + I + Sp) // Total number of 

characters is 95. 

 

Appendix B:  

Extracted Hash Formats by File Type 

1. RAR Files: 

• RAR3 (AES-128, PBKDF2-SHA1): 

$rar3$*0*ad4b28f813c7c2f0b98ec5e9a00c6f2d

*5ae6c46db9b3c298a61bf3eef0b73e8d 

• RAR5 (AES-256, PBKDF2-HMAC-SHA256, 

32768 

iterations):$rar5$16$2b1d2b9e7c84c219a5b08f

7c321e84a3$15$00453a9dcabe4a5f0f0a7e31e2

7b7e5f$8$00000000$32768$16$6c77e2ab2134

0e6ad7bb9a7c 

 

2. ZIP Files 

• ZIPCrypto (legacy, 

weak):$pkzip$1*2*2*0*8*24*ab12cd34ef56gh

78*88*ffffabcd1234*... 

• AES-256 (modern, PBKDF2-SHA1): 

$zip2$*0*3*256*1000*16*4a8b30f1a3c8720fb

c213c24dfae04d5*32*29a0f0b7f33a9a728d0b4

dbf9d8d2b05... 

 

3. PDF Files 

• PDF 1.1–1.3 (RC4-40-bit, Hashcat mode 

10400): 

$pdf$1*2*40*1*0*16*51726437280452826511

473255744374*32*9b09be05c226214fa117834

2673d86f273602b95104f2384b6c9b709b2cbc05

8*32*0000000000000000000000000000000000

000000000000000000000000000000 

• PDF 1.4–1.6 (RC4/AES-128, mode 10500): 
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