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Abstract: Cloud computing is a more current approach to managing long-term business needs. Cloud computing is conceivable 

thanks to the rapid advancements of the web and next-generation laptops. Cloud computing supports private businesses in 

several ways. Backs up and stays updated with company information, runs schedulers, and works on data sharing. Small 

organization owners need to get what they need in today's ever-changing business environment, whether on their PCs, tablets, or 

phones, in the workplace, in the field, or movement. Cloud computing allows customers to access information from any area 

with a web connection. Cloud logging targets private companies by leveling the playing field. It will enable them to access 

trending innovations used by large companies without significant out-of-pocket expenses. Independent businesses can store 

information, run applications, and train teams remotely, supporting productivity and eliminating IT costs. The benefits of the 

Cloud also offer adaptability, so organizations can change their resources according to their interests without putting too much 

effort into the foundations. 

Additionally, cloud phases provide information security and hardening, safeguarding critical business data. By adopting cloud 

computing, private companies gain adaptability, cost reserve funds, and greater efficiency, making them innovative enterprises 

for development. This paper will discuss how the Cloud has affected the small business industries. 
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1. Introduction  

 
Cloud computing has transformed organizations' operations, 

providing remarkable adaptability, versatility, and 

productivity. This transformative innovation significantly 

impacts the operations of many companies. 

 

Eliminate the Infrastructure: Cloud computing has 

eliminated the need for substantial direct investments in 

hardware and facilities. Instead, organizations can access 

resources such as servers, storage, and applications on-

demand, paying only for what they use. This intelligent 

approach allows companies to redirect their capital towards 

other critical areas of their operations, fostering growth and 

development[1]. 

 

Enhance Scalability and Operations: Cloud computing 

enables organizations to scale their operations continuously. 

Whether facing unexpected surges in demand or requiring 

scalability, the Cloud provides crucial agility. Companies can 

quickly increase or decrease their computing resources, 

ensuring optimal performance and minimizing downtime. 

This versatility is especially valuable for startups and small 

businesses, allowing them to compete equally with larger 

enterprises. 

 

Improve Collaboration and Productivity: Cloud computing 

enhances cooperation and productivity within organizations. 

Cloud-based tools and applications enable teams to manage 

files and projects seamlessly, regardless of their physical 

location. This supports remote work, fosters cross-functional 

collaboration, and boosts overall efficiency. Additionally, 

cloud-based communication and collaboration tools facilitate 

effective data sharing and management, both internally and 

externally. 

 

Enhance Data Security: Cloud computing improves data 

security and disaster recovery capabilities. Cloud providers 

implement robust security measures such as encryption and 

access controls to protect information from unauthorized 

access or loss. Additionally, organizations can leverage the 

Cloud for automated backup and recovery processes, ensuring 

business continuity during a system failure or disaster. 
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In conclusion, cloud computing has revolutionized the 

business landscape by providing convenient access to 

computing resources, increasing scalability, fostering 

collaboration, and enhancing data security. As cloud 

technology evolves, organizations strive to focus on their core 

competencies, innovate rapidly, and remain resilient in a 

constantly changing business environment. 

 

2. Related Work 

 
The impact of cloud computing on small businesses has been 

the subject of extensive research. Foster et al. [1] compared 

cloud and grid computing, identifying scalability as a 

significant advantage for SMEs. Grossman [2] highlighted the 

cost efficiency achieved through pay-as-you-go models, 

while Jensen et al. [3] examined the security challenges 

associated with cloud adoption. Sharma and Gupta [5] 

proposed innovative frameworks tailored for cloud 

environments, and Gupta [7] investigated intricate rules 

governing cloud-based data management. Together, these 

studies emphasize the transformative potential of cloud 

technologies for SMEs, echoing the themes of agility, 

security, and cost savings that this paper seeks to address. 

 

3. Methodology 
 

AWS began offering cloud services to the general public in 

2006. Before this, core components like EC2, EBS, and S3 

were used internally within Amazon, forming what could be 

considered a "private cloud," though this term wasn't widely 

used then. 

 

However, even before 2006, various service offerings existed 

that would today be categorized as cloud services. For 

instance, some companies started providing virtual machines 

around 2000 or earlier. Some ISPs also offered NFS storage 

shares and "reserved virtual servers" or VM offerings during 

this period, an early form of managed hosting. 

These earlier services were significantly less flexible than 

those introduced by AWS in 2006, but they still offered a 

form of "cloud computing." It often required specific orders 

for each virtual machine and storage provisioning, usually 

taking hours or even a few days to fulfill. Automated 

provisioning processes were not standard, and tasks were 

completed through manual, form-based workflows. Each VM 

came with predefined configurations, and most included 

Webmin, which required manual setup (or configuration via 

SSH). Tools like Ansible and Salt didn't exist back then, 

making operations quite challenging. 

 

Additionally, there were no load balancers or auto-scaling 

features, so the benefits of these earlier services were limited 

compared to modern cloud offerings. However, at the time, 

they were considered a significant improvement over server 

and VPS rental services that had existed since the mid-1990s. 

You can trace cloud computing's origins even further back, as 

IBM's Lotus Notes product was available as a service from at 

least one provider in the 1990s. It was a more flexible 

continuation of service management plans that many IT 

organizations, like EDS and IBM, had offered since earlier 

times, even before the Internet became widespread. 

Therefore, while the term "cloud" and its current form belong 

to the 21st century, it's difficult to pinpoint an exact starting 

point because earlier forms of shared server services existed 

even in the early commercial days of the Web. 

To understand cloud computing, it's essential to consider how 

IT services were managed before it became prevalent. Going 

back 15 or 20 years, we see that application hosting and IT 

services operated very differently. For instance, we would 

need to establish infrastructure to host an application, which 

required purchasing numerous servers. These servers were 

significantly more expensive than today, leading to 

substantial upfront costs[2]. 

 

This wasn't the only challenge. We also needed skilled 

experts to configure and maintain these systems, which was 

difficult and expensive. Finding such experts was 

challenging, and available professionals charged high fees for 

their services, adding to the overall expense. 

 

Automate Offsite Backups: 
You've probably read about the importance of keeping 

backups in a separate location for security purposes. Offsite 

backups ensure data is stored in a different physical location, 

reducing the risk of loss due to local incidents. However, 

managing offsite backups can be complicated without cloud 

solutions. 

Backup files are often compressed or packaged into large 

image files, which can be challenging to transfer over the 

Internet. Due to security risks, using public file-sharing 

services is not advisable. The Cloud offers a cost-effective 

method for offsite storage. 

The main advantage is the convenience of automated 

backups, eliminating the need for manual backup processes. 

In case of a system failure, security incident, or other 

technical issue, automated backups ensure your data is 

securely stored and quickly recoverable, minimizing potential 

damage. 

 

Support for Remote Work: 
Cloud computing enables companies to hire remote workers 

more effectively than ever before. The Cloud provides a 

shared file environment accessible from any internet-enabled 

device, ensuring a consistent user experience across different 

devices. 

The Cloud also allows remote work monitoring, providing 

managers insights into team performance. While this does 

present some security risks, proper access controls and 

security measures can mitigate these concerns. 

 

Better Data Access: 
Over time, companies accumulate vast amounts of archived 

documents and data. Historically, these documents were 

stored on paper, often filling entire rooms with binders. 

Today, external hard drives and cloud storage are the two 

most reasonable options for storing large amounts of digital 

data. 
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External hard drives offer enhanced security, especially when 

encrypted. However, the Cloud provides superior 

accessibility and data management. With cloud storage, you 

can quickly search for and access the information you need, 

reducing the time spent navigating through physical or digital 

files. While keeping sensitive documents on external media in 

a secure location is advisable, the Cloud is a practical solution 

for most other data storage needs. 

 

Simple and Reliable Web Hosting: 
Nearly every company has a website primarily designed to 

attract customers and potential employees. Internally, having 

exclusive resources and services specific to the organization 

can be beneficial, such as online reporting systems or semi-

private employee social networks. The Cloud is an excellent 

solution for hosting these internal applications. 

Some companies create internal networks (intranets) by 

setting up private servers. While this approach works, it 

consolidates resources in one location, making the entire 

system vulnerable if one server fails. Using multiple servers 

in the exact location poses similar risks. Any issue affecting 

one server will likely impact others in the same area. 
 

4. Modeling and Analysis 

 
Another critical aspect is the management of organizational 

resources. When facilitating operations, businesses must 

continually handle inconsistent traffic patterns. At times, they 

may experience high traffic volumes, while at other times, 

traffic may decrease significantly. Due to traditional systems' 

lack of inherent scalability, updating the infrastructure to 

meet fluctuating business demands was exceptionally 

challenging. As an entrepreneur, I had to plan the entire 

operation in advance and allocate resources to handle peak 

activities. However, it was often unclear how these 

adjustments would ensure optimal application performance. 

This limitation meant only those with a speculative mindset 

could effectively execute such strategies. Additionally, 

numerous unresolved issues required careful attention. What 

was needed was a robust methodology capable of addressing 

these multifaceted challenges. This is where cloud computing 

emerged as a game-changing solution. 

 

Research Methodology 

By adopting cloud-based IT systems, organizations can 

achieve the following benefits: 

 

Reduced Infrastructure Costs: Eliminate the need for 

physical infrastructure, such as servers and data centers, 

resulting in immediate cost savings. 

 

For example, a small business using AWS can avoid the 

upfront cost of purchasing servers and instead pay only for its 

computing resources. 

 

Lower Maintenance Costs: Cloud providers handle system 

updates, security patches, and maintenance, reducing the 

burden on internal IT teams [2. 

 

This allows businesses to focus on core operations rather than 

IT management. 

 

Pay-as-You-Go Pricing: Pay only for the resources you use, 

thanks to flexible pricing models. 

 

This is particularly beneficial for startups and SMEs with 

limited budgets, as it allows them to scale resources up or 

down based on demand. 

 

How Cloud-Based IT Solutions Drive Cost Savings 

Below are some specific ways cloud technology helps reduce 

costs: 

 

Reduced Equipment Expenses: Businesses no longer need 

to invest in expensive physical servers or data centers. 

Dropbox Business, for instance, allows companies to store 

data in the cloud without purchasing additional hardware. 

 

Lower Maintenance Costs: Cloud providers manage system 

updates, security, and support, reducing operational overhead. 

For example, Microsoft Azure offers automated updates and 

24/7 support, minimizing downtime and maintenance 

costs[3]. 

 

Pay-as-You-Go Model: Organizations only pay for the 

resources they consume, ensuring cost efficiency. For 

instance, Google Cloud’s pricing model charges businesses 

based on actual usage, eliminating unnecessary expenses. 

 

Improved Efficiency with Cloud Solutions 

Cloud services streamline operations and enable more 

productive workflows. Examples include: 

 

Automation Tools: These tools automate repetitive tasks, 

saving time for critical activities. For example, tools like 

Ansible and Terraform automate server provisioning and 

configuration, reducing manual effort. 

 

Continuous Access to Information: Access essential 

business data anytime, anywhere, ensuring seamless 

operations. Platforms like Google Drive and OneDrive allow 

employees to collaborate in real time, regardless of location. 

 

Enhanced Collaboration: Cloud-based tools like Slack and 

Microsoft Teams facilitate communication and project 

management, improving team productivity. 

 

Concrete Examples of Cost-Saving Benefits 

 

Cloud-based solutions have demonstrated significant cost-

saving benefits for businesses. For instance: 

 

Dropbox Business: Offers scalable storage solutions without 

physical servers, reducing infrastructure costs. 

 

QuickBooks Online: Provides cloud-based accounting 

software that eliminates the need for manual bookkeeping, 

saving time and labor costs. 
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Slack: Facilitates team communication and collaboration, 

reducing the reliance on emails and improving productivity. 

 

AWS Lambda: Allows businesses to run code without 

provisioning servers, enabling cost-effective scaling based on 

demand. 

 

The Broader Impact of Cloud Computing 

The adoption of cloud computing not only reduces costs but 

also enhances operational efficiency and competitiveness. For 

small and medium-sized enterprises (SMEs), cloud solutions 

level the playing field by providing access to advanced 

technologies that were previously affordable only for large 

corporations. For example: 

 

Scalability: Cloud platforms like AWS and Azure allow 

businesses to scale resources up or down based on demand, 

ensuring optimal performance without over-provisioning. 

 

Disaster Recovery: Cloud-based backup and recovery 

solutions, such as those offered by Google Cloud, ensure 

business continuity in case of data loss or system failures. 

 

Innovation: Cloud computing enables SMEs to experiment 

with new technologies, such as AI and machine learning, 

without significant upfront investments. 

 

 
                       Figure 1: Cloud Computing Relation 

 

5. Results and Discussion 
 

1. Cost Savings Through Cloud Solutions 
Below are a few examples of organizations that have saved 

costs by adopting cloud solutions: 

Dropbox Business: Offers customizable storage solutions 

without the need for physical infrastructure. 

 

QuickBooks Online: Provides accounting software that 

eliminates the need for manual accounting processes. 

 

Slack: Facilitates communication and collaboration within 

teams, reducing the reliance on emails. 

Adopting cloud solutions reduces costs and enhances 

operational efficiency, enabling small and medium-sized 

enterprises (SMEs) to focus on growth and progress. 

 

2. Adaptability, Scalability, and Collaboration 

a) Improved Adaptability with Anytime, Anywhere Access 

to Information 

Cloud solutions empower businesses by providing access to 

data anytime, anywhere. This flexibility ensures employees 

can retrieve and update information from any location using 

internet-enabled devices. For instance, cloud storage 

platforms like Google Drive and Dropbox allow employees to 

store files in a centralized location, reducing dependency on 

physical office servers. 

 

b) Facilitating Remote Work and Collaboration 

The shift to remote work has underscored the importance of 

flexibility and collaboration. Cloud-based tools enable 

seamless connectivity among remote teams: 

 

Real-Time Collaboration: Applications like Microsoft 

Teams and Slack allow instant communication, file sharing, 

and project management. 

 

Shared Workspaces: Platforms like Asana and Trello 

provide digital workspaces where teams can collaboratively 

manage tasks. 

 

Virtual Meetings: Services like Zoom and Google Meet 

support virtual meetings, eliminating the need for physical 

presence. 

These tools enhance productivity and ensure that all team 

members remain aligned with company goals, regardless of 

their physical location. 

Cloud solutions improve SMEs' operational flexibility, 

fostering an environment conducive to growth and 

development[4]. 

 

3. Cloud Security and Data Protection Considerations 
When small and medium-sized businesses (SMBs) adopt 

cloud solutions, prioritizing security is crucial. The primary 

goal is to protect sensitive data from cyber threats. Below are 

some key security measures implemented by cloud service 

providers: 

Encryption: Data is converted into a secure code to prevent 

unauthorized access during transmission and storage. 

 

Multi-Factor Authentication (MFA): Users must provide 

multiple forms of identification to access their data, adding an 

extra layer of security. 

 

Periodic Security Audits: Regular checks are conducted to 

identify vulnerabilities and ensure compliance with industry 

standards. 

 

Safeguarding customer data is also essential. Regulations 

such as GDPR and HIPAA require organizations to handle 

personal information responsibly. For SMEs, adhering to 

these regulations ensures legal compliance and builds 

customer trust [5]. 
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Here are some key considerations for SMEs: 

Data Residency: Understand where your data is stored and 

ensure compliance with local regulations. 

 

Access Controls: Restrict access to sensitive data by setting 

permissions based on employee roles. 

 

Incident Response Plans: Develop a clear plan to address 

security breaches, including steps to mitigate damage and 

notify affected parties. 

 

By addressing these security concerns, SMBs can confidently 

leverage cloud computing while maintaining data security 

and regulatory compliance. 

 

4. Choosing the Right Cloud Provider for Your Business 

Needs 
Selecting the right cloud provider is critical to the success of 

cloud adoption. Here are some key criteria to consider: 

 

Performance and Reliability: Ensure the provider offers 

high uptime and fast performance. Review service level 

agreements (SLAs) for uptime guarantees. 

 

Security Measures: Evaluate the provider’s security 

protocols, including data encryption, access controls, and 

compliance with industry standards. 

 

Pricing Models: Compare pricing structures and choose a 

provider that offers flexible, scalable plans to fit your budget. 

Cloud computing uses web-based services to store, process, 

and manage data instead of relying on local infrastructure. 

These services include storage, databases, servers, 

networking, and software. 

 

For SMBs, adopting cloud-based IT solutions can be 

transformative. Cloud services offer numerous benefits 

tailored to the needs of SMEs: 

 

Cost Efficiency: By reducing the need for physical hardware 

and maintenance, cloud services help lower operational 

expenses [6]. 

 

Scalability: Businesses can quickly scale IT resources up or 

down based on demand without significant upfront 

investments. 

 

Flexibility: Cloud solutions enable employees to access data 

and applications from anywhere, promoting remote work and 

collaboration. 

 

Security: Cloud providers implement robust security 

measures for data protection and regulatory compliance. 

Embracing cloud technology can revolutionize SMEs' 

operations, providing tools to streamline processes, enhance 

efficiency, and drive growth. 

 

5. Cost Savings and Productivity Improvements 
Cloud computing offers significant cost savings and 

productivity enhancements. Cloud service providers play a 

vital role in helping SMBs overcome challenges by providing 

tools and services designed to ensure regulatory compliance: 

 

Built-In Compliance Features: Many cloud services come 

pre-configured to meet industry standards such as GDPR, 

HIPAA, or ISO certifications. 

 

Automated Compliance Monitoring: Tools that 

continuously scan cloud environments for compliance 

violations and alert users to potential issues. 

 

Comprehensive Documentation and Support: Access to 

detailed documentation and customer support teams familiar 

with compliance requirements. 

 

By leveraging these features, SMBs can effectively manage 

regulatory obligations while focusing on their core 

operations. 

 

6. Ensuring Business Continuity with Cloud-Based 

Disaster Recovery 
Disaster recovery is essential for maintaining business 

continuity in SMBs. Cloud systems offer robust disaster 

recovery solutions that minimize downtime and ensure quick 

recovery. 

 

The Role of Cloud-Based Disaster Recovery Systems 
Cloud-based disaster recovery systems provide several 

advantages: 

 

Automated Backups: Regular automated backups ensure 

data is consistently updated and can be restored anytime. 

 

Scalability: Cloud systems can scale resources as needed, 

allowing SMBs to manage fluctuating data volumes without 

overcommitting resources. 

 

Geographical Redundancy: Data is stored in multiple 

locations, reducing the risk of data loss due to localized 

events. 

 

Rapid Recovery: Quick recovery times minimize operational 

disruptions, enabling businesses to resume normal activities 

promptly. 

 

Cost-Effectiveness: Cloud-based disaster recovery plans are 

more affordable than traditional solutions [7]. 

For example, Google Cloud offers disaster recovery services 

tailored for SMBs, including real-time data replication and 

automated failover systems. Similarly, SAP provides 

recovery solutions integrated into ERP platforms, ensuring 

data security and business continuity. 

 

Investing in cloud-based disaster recovery safeguards 

businesses from potential disruptions and enhances resilience 

and reliability. 

 

7. The Future of Cloud Computing: Solutions for SMEs 
Emerging technologies are set to redefine cloud computing. 

Advances in artificial intelligence (AI) and machine learning 
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(ML) will enable more sophisticated data analysis, providing 

valuable insights and improving decision-making. AI-

powered tools can automate routine tasks, saving time and 

reducing operational costs. 

 

1. AI 
AI is making significant strides, enabling SMBs to generate 

content, design products, and even write code autonomously. 

Google Cloud’s AI systems demonstrate how businesses can 

leverage these technologies for greater efficiency. 

 

2. Edge Computing 
By processing data closer to the source, edge computing 

reduces latency and accelerates performance. This 

particularly benefits SMEs in industries like retail and 

manufacturing, where real-time data processing is critical. 

 
Edge computing offers several advantages, especially in low 

latency scenarios, real-time data processing, and localized 

decision-making. Key benefits include: 

Reduced Latency: Edge computing minimizes the time 

required to transmit data by processing it closer to the source. 

 

Real-Time Processing: Edge devices can process data 

locally, enabling fast and autonomous decision-making. 

 

Bandwidth Efficiency: Edge computing reduces the need for 

constant data transmission to centralized servers by managing 

data locally. 

 

Autonomous Operations: Edge devices can function 

independently, even without a stable internet connection. 

 

Enhanced Security: Edge computing improves data security 

by processing sensitive information locally, reducing 

exposure to external threats. 

 

Scalability: Edge computing can be easily scaled by adding 

more devices or edge nodes as needed. 

 

Cost Savings: Edge computing reduces data transmission and 

centralized cloud processing costs. 

 

IoT Integration: Edge computing is ideal for IoT 

applications, where numerous sensors and devices generate 

data. 

 

Improved User Experience: Edge computing delivers a 

smoother and more responsive experience for applications 

like gaming and streaming. 

 

Environmental Benefits: Edge computing reduces the 

carbon footprint by minimizing the need for long-distance 

data transmission. 

 

Regulatory Compliance: Edge computing helps 

organizations comply with data residency regulations by 

keeping data within specific geographic boundaries. 

 

 

3. Blockchain Technology 
Blockchain ensures data integrity and enhances security 

protocols, offering tamper-proof record-keeping. SMEs can 

use blockchain to secure transactions and streamline supply 

chain operations [8,9]. 

 

4. Internet of Things (IoT) 
IoT devices generate vast amounts of data that require 

efficient management and storage. Cloud platforms integrated 

with IoT provide a cohesive network, enabling remote 

monitoring and better resource utilization. 

 

Integrating these technologies into cloud systems ensures a 

future where SMBs can operate more efficiently, securely, 

and innovatively. Investing in these emerging trends allows 

businesses to remain competitive in an ever-evolving digital 

landscape. 

 

Benefits of Cloud Computing for Businesses 

 
Table 1: Comparison of Traditional IT vs. Cloud Computing 

Access and share files from 

anywhere 

Adopt to your company’s 

growth. 

Save space on your hard drive 

by using a cloud server 

Save on hardware and 

maintenance costs 

Prevent the loss of company 

data with automatic backups 

Give your company access to 

advanced technology 

Collaborate and sync your work 

with others 

Reduce your company’s power 

consumption. 

Involve your whole team. Understand what services, 

applications, or processes you’re 

moving to the cloud. 

 

 
Figure 2: Technology Advancements 

 

6. Conclusion 

 

The most helpful part is to scale an independent business 

without directly spending anything expensive. 

 

Independent businesses can safely expand their resources 

with most cloud computing services without investing heavily 

in infrastructure and services. This way, you will only be 

compensated for what you use. As you grow and are 

interested in additional administrations, highlights, or 

support, you will only be compensated for the level of 
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development you need. This makes it easier and more 

profitable for private companies to evaluate new business 

techniques that require resources that, over the day, will 

quickly cost a significant investment, just like how a large 

organization works. 

 

The main disadvantages of cloud computing are mess and 

security issues. Cloud computing may seem like a solution, 

but it's a complicated cycle. Depending on the strength of the 

vendor, it can cause quality issues in support and security 

issues when everything is shared or at the same level. 

The effect of cloud computing on private companies is 

significant in terms of capital, resources, and development. 

 

Venture Capital Cloud computing addresses one big problem 

for private companies: "Reduction of resources and less 

commercial speculation." Most SMEs (Small and Medium 

Organizations) operate with an insignificant workforce and 

the lowest capabilities, as inferred from non-payment of force 

majeure. 

 

The moment you choose the Cloud, storage and maintenance 

continues. Your underlying asset shrinks multiple times, 

saving you from the cycle of low capital disadvantages. 

Negligible workforce with fewer skills: The cloud 

mechanizes a significant portion of business activities with its 

openness to anywhere. For example, you can set/change the 

cost and promote offers on items in your store, from your 

home, while traveling or on an excursion. All you need is the 

website. The deployment and dispatch of resources becomes 

faster without depending on the expertise of the specialist. 

Your evaluation presentations should be able to be done 

quickly, at your convenience, without any worker being 

expected to rely on the records. 

 

Development: How about knowing the best-selling products 

in your store and uploading them directly to your warehouse, 

giving you instant shopping experiences based on the offers 

and purchases of the day? Only universal help like the Cloud 

can give you this! 
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