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Abstract—In these days many people are using e-commerce market for online shopping like example: Flip kart, Amazon and 
etc. With huge demand in-shopping or increasing popularity of online shopping security issues of debit, credit and personnel 
information has been raised. This project presents a new approach for providing restricted or limited information that’s only 
necessary for fund transfer during online transaction with this we are reducing the entering detailed information of customer 
like card number, CVV and etc. And this project or approach uses combined application of LSB based steganography and 
visual cryptography. In this project first we encrypt the user or customer credentials in an image by using LSB Steganography 
process and then we use visual cryptography to divide an image into two shares. Reverse visual cryptography is applied to get 
an original image and data is retrieved from image and sent to the bank for verification of legitimate user if user is valid the 
fund will be transferred to the merchant.   

A quick development in E-Commerce business sector is seen in late time all through the world. With steadily 
expanding prominence of internet shopping, Debit or Credit card misrepresentation and individual data security are significant 
attentiveness toward clients, dealers and banks particularly on account of CNP (Card Not Present). This paper displays another 
methodology for giving restricted data just that is vital for store exchange amid web shopping subsequently defending client 
information and expanding client certainty and forestalling wholesale fraud. The system uses joined utilization of 
steganography and visual cryptography for this reason. 
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I. INTRODUCTION 

Online or internet shopping is the act of selection 
and purchasing of product or services via the Internet and 
issuing of purchase order via electronic purchase request. 
Online shopping has growth in market because it is 
convenient for bargaining and purchasing items from while 
sitting in home or office. One important factor of online 
shopping is that no need to be in queue for shopping on 
holidays. But online shopping involves entering of card 
details and delivery of product by via mail order or home 
release. Two common dangers for online shopping are 
Identity theft and phishing. Identity theft nothing but 
deception of Data is a wrongdoing in this faker acquires key 
bit of person data, intended for case, community safety or 
drivers consent numbers, so because to copy a different 
person. The data can be utilized to find credit, stock, and 
organizations for the purpose of the loss, or to provide the 
ruffian with false accreditations. In spite of running up 
compulsion, a sham might offer bogus recognizable 
evidence to police, creating an illegal record or leave-taking 
incom parable in warrants for the person whose personal 
details have been stolen. 
 Fraud is the taking of somebody's character as 
individual data and abusing that data for making buy and 
opening of ledgers or orchestrating charge cards. In 2012 
shopper data was abused for a normal of 48 days as a 
consequence of wholesale fraud. Phishing is an illegitimate 

component that utilizes both social designing and 
specialized subterfuge to take customers' close to home 
character information and monetary record certifications. 
Installment Service, Financial and Retail Service are the 
most centered modern divisions of phishing assaults. Secure 
Socket Layer (SSL) encryption represses the impedance of 
shopper data in travel between the buyer and the online 
shipper. In any case, one must even now trust shipper and 
its representatives not to utilize shopper data for their own 
particular buys and not to offer the data to others. In this 
paper, another system is proposed, that envelops both 
steganography and visual cryptography, which minimizes 
itemized data sharing in the middle of purchaser and online 
trader yet empower fruitful trust exchange from buyer's 
record to dealer's record accordingly protecting shopper 
data and avoiding abuse of data next to merchant. The 
technique proposed is connected to E-Commerce however 
can be effortlessly extensible for different applications like 
internet saving money. 
 The requirements for steganography systems to 
concealing mystery note contained by pictures had 
emerged. Picture steganography is a developing aero 
exploration used for safe information stowing away. Unique 
message is changed over into figure message by utilizing 
mystery key and after that covered up into the LSB of 
unique picture. VCone-time utilized for improving the 
security. Visual cryptography be utilized toward encode 
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visual data. The proposed framework gives the best way to 
deal with secure information concealing utilizing LSB 
based steganography and Visual Cryptography (VC). The 
framework here encodes the mystery message in minimum 
noteworthy bits of the spread picture so termed as stego 
picture by utilizing a mystery key. Client who got the 
mystery shares needs to do the opposite procedure to 
recover the Image and the mystery message by utilizing the 
mystery key. The proposed framework is very secure and 
solid. 
 An online installment framework allows a shopper 
to make an installment to an online trader or a supplier. 
Installment gateway, a channel in the middle of buyers and 
installment processors, utilize various security devices to 
secure a purchaser's installment data, normally card 
information, amid an online exchange. Nonetheless, the 
security gave by an installment gateway can't totally ensure 
a shopper's installment data when a vendor is likewise 
permitted to acquire the installment data in particular 
structure. Also, not all vendors give a protected installment 
environment to their purchasers and, notwithstanding 
having a standard installment arrangement, stick to it. 
Therefore, this uncovered a shopper's installment data to 
dangers of being traded off or abused by vendors or stolen 
by programmers and spammers.  

 
In this paper we propose another methodology for online 

exchange in which a buyer's installment data is minimized 
to that is required for exchange of trusts. A customer sends 
his installment data specifically to an installment entry and 
an installment entryway, after confirming the purchaser, 
permits the exchange and sends an installment receipt to the 
fitting shipper. We utilize the content steganography and 
visual cryptography to safely exchange stores to a dealer 
and shield a customer's installment information from any 
Internet susceptibilities. 

 
II. EXISTING SYSTEM 

The conventional system for web shopping includes client 
or end-client selecting things from web shopping and 
directing him to payment portal or gateway. Diverse 
gateways or passages have distinctive system of putting 
away gritty data of customer. There have been late 
prominent breaks, some example, demonstrate that card 
holders' data be on danger mutually as of exterior and 
within. The conventional system is able to be 
diagrammatically communicated in below figure 

 
 
 
 
 

 
Figure 1: Existing system 

 

III. PROBLEM DEFINITION 

The primary intention of the proposed framework 
recommended in this paper is to handle applications that 
oblige an abnormal state of security, for example, E-
Commerce applications, center saving money and web 
saving money. This should be possible by utilizing mix of 
two applications: LSB Steganography and Visual 
Cryptography for safe internet shopping and purchaser 
fulfillment. Internet shopping is for the most part considered 
as recovery of item data through the Internet and issue of 
procurement request through electronic buy solicitation, 
filling of credit or plastic data and transportation of item by 
mail request or home conveyance by messenger. Fraud and 
phishing are the regular risks of web shopping. Fraud is the 
taking of somebody's character in the structure of individual 
data and abuse of that data for making buy and opening of 
inefficient balances or masterminding charge cards. 

 
IV. PROPOSED SYSTEM 

 
In the proposed arrangement, data presented by the 

client to the online shipper is minimized by giving just least 
data that will just check the installment completed via the 
suppose client from ledger. This is accomplished by way of 
the presentation of a local certified authority (CA) and 
consolidated utilization of steganography and VC. And data 
got by the shipper can exist as record number identified 
with the card utilized for shopping. The data will just 
approve receipt of installment from true customer. In the 
proposed technique, client novel validation secret key in 
association with the bank is covered up inside a spread 
content utilizing the content based steganography system as 
said in area.  

 
 Client confirmation data (account no) regarding 
dealer is put over the spread content in its unique structure. 
Presently a depiction of 2 writings was use. Since the 
preview picture, 2 shares produced utilizing image 
cryptography. Currently one offer bereservedby means of 
the client and other offer is set asidewithin the database of 
the guaranteed power. Among shopping on the web, 
following choice of sought thing and count it toward the 
truck, favored installment arrangement of the trader guides 
the client to the Certified Authority entrance.  

 
In the entrance, customer presents its own particular offer 
and trader presents its own record points of interest. 
Presently the CA consolidates its own particular offer with 
customer's offer and acquires the first picture. From CA 
now, trader record points of interest, spread content are sent 
to the bank where client confirmation watchword is 
recouped from the spread content. Client confirmation data 
is sent to the dealer by CA. After accepting client 
verification secret key, bank matches it with its own 
particular database and in the wake of checking real client, 

Fund transferred to merchant Bank Account verification  

Payment 
gateway 

Item selection Net banking 
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exchanges reserve from the client record to the submitted 
dealer record. Subsequent to accepting the store, shipper's 
installment framework accepts receipt of installment 
utilizing client verification data. 
 

 
 

Figure 2: Proposed system 

V. LITERATURE SURVEY 

A.  Steganography 

• Text-Based Steganography: It makes utilization of 
components of English Language like expression, settled 
word request and utilization of periphrases for concealing 
information instead of utilizing properties of a statement. 
 

• BPCS Steganography: The data concealing limit of a 
genuine nature picture is around 50%. A honing operation 
on the fake picture expands the implanting limit a 
considerable amount. Randomization of the mystery 
information by a pressure operation makes the inserted 
information more elusive. The steganography program for 
every client is simple. It further secures against listening 
in on the inserted data. It is most secured strategy and 
gives high security. 
 

• LSB Steganography (image): LSB steganography has small 
calculation difficulty and also high embedding capacity, 
inside which a top secret binary series is used to replace 
the least significant bits of the host medium. 

 
 
 

 
 

Figure 3: Stego image generation 

 
B.Visual Cryptography 

Visual cryptography is encryption mechanism which hide 
text or message in image file such way that it can be get 
decrypted by our vision if correct key image i.e. image 
share is used. In 1994 Naor and Shamir proposed the visual 
cryptography technique. In VC method the undisclosed 
information be there hidden into picture and image is divide 
into two or more shares. Visual cryptography uses these 
dual shares. Lone share takes arbitrary pixels and the 
furthercovers top-secretdata. Once you combine the two 
shares you get original image and you extract secret 
information from the images. 
 

 
Figure 4: Stego image 

 

 
 

Figure 5:Share1 

 

Secret key 
  

Encryption Secret message 
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Figure 6:Share2 

 

VI. ALGORITHMS 

A. LSB(least significant bit) based steganography 

Least significant bit (LSB) supplement stands a 
communal and simple tactic to inset data into an image. In 
this proposal practice the bytes LSB is substituted with an 
M‟s bit. This procedure work good for picture 
steganography. Toward the humanoid sense the stego copy 
will appearance equal to the carrier image. For to hide facts 
inside the pictures, LSB method is suitable. But for CPU an 
image file is just a file that displays altered colors and 
intensities of light on various fields of an image. At the 
point when a picture is of brilliant and determination it is 
less demanding to conceal data inside picture. Minimum 
Significant bit (LSB) insertion is a typical methodology of 
inserting watermarks in the information. On the off chance 
that every pixel in the dark level picture is spoken to by a 8-
bit esteem, the picture can be grafted up into 8-bit planes. 
Since the minimum critical bit plane does not contain 
outwardly huge data, it can without much of a stretch be 
supplanted by a tremendous measure of watermark bits. 
 
To conceal the picture cutting-edgeless of every bite of a 
24-bit picture, you can stock 3 bits into every pixel. A 
1024×768 bit picture can possibly conceal an aggregate of 
2,359,296 bits of data. In the event that you pack the 
watermark to be covered up before you install it, you can 
shroud a lot of data. To the human eye, the subsequent 
watermarked picture will seem to be indistinguishable, to 
the first picture. Example: The note A can stay concealed in 
3 color pixels. The innovative raster data of the 3 pixels (9 
bytes) may be: 
 
 
 

 
 
 
 

The emphasized bits stand the main four really altered in 
the 8 bytes utilized. By and large, LSB obliges that just a 
large portion of the bits in a picture be changed. You can 
shroud information at all and second minimum critical bits 
and still the human eye would not have the capacity to 
perceive it. The LSB insertion techniques for watermarks is 
not extremely secure and strong to preparing systems in 
light of the fact that the LSB plane can undoubtedly be 
supplanted by irregular bits, successfully uprooting the 
watermark bits. It is additionally defenseless against slight 
picture controls. Changing over a picture from lossless 
pressure to lossy pressure and after that back could likewise 
wreck the concealed data. 
 
B. Row and Column Shuffling Based Visual Cryptography 

Technique: 
In this case, the picture has been part into two 

segment pictures. Every segment picture has a couple of 
pixels for each pixel in the first picture. These pixel sets are 
shaded dark or white as per the accompanying guideline: if 
the first picture pixel was dark, the pixel combines in the 
segment pictures must be reciprocal; arbitrarily shade one 
■□, and the other □■. At the point when these 
corresponding sets are covered, they will seem dim. Then 
again, if the first picture pixel was white, the pixel matches 
in the segment pictures must match: both ■□ and both □■. 
At the point when these coordinating sets are covered, they 
will seem light dim. In this way, when the two segment 
pictures are superimposed, the first picture shows up. 
Nonetheless, considered without anyone else, a part picture 
uncovers no data about the first picture; it is vague from an 
irregular example of ■□/ □■ sets. Besides, in the event that 
you have one part picture, you can utilize the shading 
standards above to deliver a fake segment picture that 
consolidates with it to create all. 
 

Algorithm: VC (Visual Cryptography) 
Input: Image that get after steganography 
Output: Encrypted or encoded image Shares 
1 Read Steganography Image which has been generated 
2. The stego image is split into 2 layers namely share one 
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And share two and these 2 files are containing the hidden 
information and to get the hidden data these 2 files haveto 
be reconstructed perfectly then 
3. The re-assembled picture and the extracted data will be 
gainedagain. 

VII. SYSTEM WORK FLOW 

 
In our proposed arrangement of web shopping, client sign 
into the web shopping store or shopping gateway to see the 
items or things. At the point when client adds the item to the 
cart, client will be entering the card no and one of a kind 
validation secret word. This data will be made as a stego 
picture utilizing LSB Steganography. Line and Column 
Shuffling Based Visual Cryptography will make two shares 
out of the stegged picture (Customer's offer and CA's offer). 
CA searches client's share and creates the card no which is 
sent to the bank to separate the client's PIN (de-
steganography). At long last reserve will be exchanged from 
the bank to the shipper. Work stream of our system 
 
 

 
 
 

 
 

Figure 7: Data flow diagram 

VIII. CONCLUSION 

In our undertaking, a system for internet shopping is 
proposed by consolidating LSB steganography and visual 
cryptography that gives client information protection and 
anticipates abuse of information at merchant. LSB 
Steganography is truly successful against spying or 
eavesdropping and has a high data concealing limit when 
contrasted with conventional steganography approach. The 
strategy is concerned just with avoidance of fraud and client 
information security. The primary point is customer 
fulfillment and approved trader-bank connection for fund 
exchange. In examination to other managing an account 
application which employments steganography and visual 
cryptography are fundamentally connected for physical 
managing an account, the proposed technique can be 
petitioned E-Commerce with center range on installment 
amid online shopping and additionally physical saving 
money. 

IX. FUTURE SCOPE 

The online payment framework can likewise be stretched 
out to web or physical banking. Shares may contain client 
image or signature withstanding client verification secret 
key. In the bank, client presents his own share and client 
physical signature is approved against the signature got by 
joining client's share and CA's share alongside approval of 
client authentication key. It averts abuse of stolen card and 
stops illegitimate client. This can be likewise petitioned 
institutionalization of a specific item then again an 
association by having their own recognizable proof secured. 
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