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Abstract—Nowadays, random numbers become essential element in many activities. Random numbers can be used in
several applications, like simulations, security systems, managements, financial operations, and so on. Indeed, there are
many of random numbers generators ‘RNGs’ currently in used, but so far, there is no ideal one, and the requirement of
RNGs are increased while the passed time. The main defects in the available RNGs are the short period of its repeat cycle
length and also the predefined values of static factors as well. This research will try to suggest a method to extend the
periodic cycle of the repetition, and to improve the quality of the generated numbers randomly. The main idea of this
research is to build spherical structure to become memory cells that contain initial random numbers, using a combination
of two linear congruently generators. Every cell contains one number. Generating any random number takes place by
determining the memory cell index found on spherical structure and make the generation of any random number affects the
values of many cells of its neighbors, and also affected by the values of many cells randomly. The spherical structure can
be represented by three dimensions matrix, with suitable sizes’ not less than 10, 10, 10,.

Keywords—spherical, memory cell, initial values, linear congruently.

I. INTRODUCTION random numbers and making automatically many changes
to the selected sell and it neighbors. The changes will be
The importance of RNGs is arisen from the large usability of associated with every generating to any random number.
random numbers in variety of purposes, such as: The suggested method can be used for specific application
a) Generating numbers used as secret code in some by determine number of digits required. The proposal has
finance transactions. been organized in a flexible manner. Section Il focuses on
b) Generating data encryption keys. the related work. Section Il explains a proposal method to
c) Generating secret numbers used for communication generate random numbers. Section 1V discusses the
cards analysis & complexity for the proposed method and the
d) Simulating and modelling complex phenomena. experimental result showed in section IV. Conclusion &
e) Selecting random samples from larger data sets. future research assassinate will be highlighted in section V.
f) Test problem generation for the performance evaluation
of computer algorithms.
g) Statistical sampling, and so on.

Il. RELATED WORK

Indeed, all RNGs are based upon specific mathematical

Moreover, nowadays, many of daily activities in security

need RNGs to perform their tasks. For example, secret and

public-key generation and challenge-response

authentication require unpredictable random numbers.

Therefore, despite the large amount of theoretical research

already done on this subject, many of the generators

currently in use, for example the RNGs, are an underlying

technology to accomplish highly secure systems. But the

main defects in the available RNGs are [1],[ 2]:

1) The short periods of its repeat cycle length.

2) Sometimes such available RNGs do not satisfied the
desire needs for specific applications.

3) The predefined values of static factors may reduce the
associated security.

This research will try to suggest a new method to extend

the periods of repeat cycle length to generate random
numbers, by creating initially appropriate cells contain
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algorithms, which are repeatable and sequential. As such, it
would be satisfying to generate random numbers from a
process that according to well established understanding.
So, to be useful in simulation, a sequence of random
numbers R1, R2 ,.., Rn must have at least two important
properties: uniformity and independence. That is, each
random number Ri is an independent sample drawn from a
continuous uniform distribution between 0 and 1(mean 1/2,
standard deviation). Some consequences of the uniformity
and independence properties are the following [2],[ 3]:

a) Uniformity: if the interval [0, 1] is divided into n sub-
intervals of equal length, the expected number of
observations in each interval N/n, where N is the total
number of observations. The distribution of numbers in the
sequence should be uniform; that is the frequency of
occurrence of each of the numbers should be the same.
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b) Independence: the probability of observing a value in a
particular interval is independent of the previous values
drawn. That means, no one value in the sequence can be
inferred from the others. Mainly there are many methods
that are used to generate random numbers. In the most e
methods the modulus (m) should be as large as possible,
because a small set of numbers make the outcome easier to o
predict. Some of them will be mentioned as follows. [2],[

31.[4L.[5]: .

A. Linear Congruently Method (LCM) N
This method uses to generate a sequence of integers X1,
X2,...Xn between 0 and m-1 by following a recursive
relationship as in Eq. 2):

Xi= (aXi-1+c) mod m 1)
Such that the specify four parameters are:X0 = seed (or
starting value), m =modulus(or divisor), a = multiplier,

¢ = increment; wherem>0anda<m, c<m, X0<m.
The selection of the values for a, ¢, m, and X0 drastically
affects the statistical properties and the cycle length. The
random integers Xi are being generated in the interval

[0, m-1]. The random numbers generated, called the
stream, are then calculated as in Eq. (2):

Xi .
—, fori=1,2,..,K.

R;
m

)

Therefore, the criteria of good RNG is to satisfy maximum

density and it leaves no large gaps on [0, m-1]. Thus, to

achieve the maximum density and avoid cycling we have to
choose the suitable values for the factors a, ¢, m and X0 as

following assumptions [2]:

e For m a power of 2, m=2° such that b is integer
number, a is relative prime to m, and c¢#0. The longest
possible period P=m=2" is achieved if c is relative
prime to m and a=1+4k, where K is an integer.

e For m a power of 2, m=2°, and c=0. The longest
possible period P=m/4=2" -2 is achieved if the seed X0
is odd and a=3+8k or a=5+8k, for k=0, 1,...

e For, m a prime and c=0 the longest possible period
P=m-1 is achieved if the multiplier a has property that
smallest integer k such that ak -1 is divisible by m is k
=m-1.

The main drawback in the LCM that, if an opponent knows
that LCM is being used and if the parameters are known,
and once a single number is discovered, than all
subsequent numbers can be easy to know. Even if the
opponent knows only that LCM is being used, then the
knowledge of a small part of sequence is sufficient to
determine the parameters of the algorithm. Suppose that
the opponent is able to determine values for X0, X1, X2,
and X3. Then

X1 =(aX0+c)modm 3)
X2 =(aX1+c)modm 4)
X3 =(aX2+c)mod m (5)

Those equations Eq. (3), (4), (5) can be solved to get the
parameters a, ¢, and m.
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B. Combined Linear Congruently Generators

This method obtains the longer period generator because it
combines two or more multiplicative congruently
generators [2],[ 6].

Let Xi,1, Xi,2, ..., Xi,k be the ith output from k different
multiplicative congruently generators.
The jth generator XO0,j:

Xi+1,j = (aj Xi +cj) mod mj

Such that mj is a prime modulus,

aj is multiplier, and mj -1 is a period.
Produces integers Xi,j approximate

~ Uniformin [0, mj — 1].

Wi,j = Xi,j - 1 approximate

~ Uniform on integers in [0, mj - 2].

(6)

()

1

k
X, = 2(-1)/‘-‘)(__, mod m, —1
J=

Then the maximum possible period shows in Eq (8)
as follows:

(my, = 1)(m, =1)...(m, —1)
= ~>k-1

P (8)

C. RNG using Cipher Text
This method uses any cipher text to generate random
numbers by converting the cipher text to binary digits and
selects suitable numbers of binary digits to be converted to
decimal digits. But the main defects are that it needs more
calculation [3].
. PROPOSED METHOD
The main idea of the suggested method is to build structure
contains sufficient cells with initial values. Two
dimensions structure may not sufficient. Figure 1: shows
two dimensions structure. So the suggested structure
consists of three dimensions, x elements long and vy
elements wide, and z elements high, Figure 2: shows three
dimensions structure. This structure called structure cells
SC. SC can be represented by three dimensions matrix,
with suitable sizes’ not less than 10, like CS[10][10][10],
and then generating in the SC suitable random numbers,
using a combination of two linear congruently generators.
Every cell contains one number. Generating any random
number takes place by determining one cell form the
structure and making affections on the values of the
determined cell and its neighbours.

o o e e e e o e e

Figure 1: two dimensions

36



International Journal of Computer Sciences and Engineering

Every cell in the SC, contains one number with suitable
digits. The random numbers in the cells of SC will be used
as initial values. Figure 3 shows the structure of the cells in
SC without any digits. SC should be dealt as a spherical
structure.

Because of dealing with SC as a spherical structure, every
cell in SC has 6 neighbours, front, back, right, left, up and
down. In case of affecting 9 cells in each layer, the total
cells affected are 3*9=27.

Figure 2 three dimensions structure.

So the following rules should be followed:

1. The neighbors of the right most column in a layer is the
left most column in the same layer .

2. The neighbours of a cell in the top most layer, is the
cell in the bottom in the same order.

3. The neighbours of a cell in the back side, is the cell in
the front side in the same order, finger 2 shows part of
the view of SC.

A block

l\
/| /

[T 17

L1
——
=
L1

L

Figure 3: view of SC

Generating random numbers

The seed value is used as index to the three dimensions
matrix CS by dividing the seed into four parts as w, X ,y, z
. Such that x ,y, z , represent index to the three dimensions
matrix and we used to effect the seed value to the next
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period. The right most, three digits or more, of the seed
value are used to represent indexes X, y, and z to specific
cell.
The neighbours of the selected cell are specified by
computing the lower boundaries neighbours as follows:
Ix =x-1; //to get x neighbours
if (Ix<0)

IX = Ix+ xsize; // to make it circular neighbours.
ly = y-1; // to get y neighbours.
if (ly<0)

ly = ly+ ysize;// to make it circular neighbours
Iz = z-1; //to get z neighbours
if (1z<0)

Iz = Iz+ zsize; /] to make it circular neighbours
The higher boundaries neighbours calculated as follows:
hx = (x+1 ) mod xsize;
hy = (y+1 ) mod ysize;
hz = (z+1 ) mod zsize;
All the values of the cells between the lower boundaries
and the higher boundaries will change with every
generation of a random number.
The generation for a random number is the new value of
the selected cell and some of its neighbours.

The following example shows the indexes of the selected
cell and its neighbours, in case of xsize = ysize = zsize=
10.
Example. Let the seed is 2783109. So x=9, y=0, z=1,
w= 2783. So the selected cell is CS[9][0][1].
The lower boundaries neighbours are Ix=8,ly =9, 1z =0.
The higher boundaries neighbours are hx =0, hy= 1, hz
=2.

The values of the selected cell and its neighbors in the SC
will be changed dynamically, simultaneous with every
generation to a new random number. Figure 3 shows 27
cells affected with every generation. The values of
neighbour cells, are changed depending on the current
value of the selected cell. And also every neighbour cell is
changed depending on the current value of the selected
cell as in equation (9);

Cg?[X][y][Z]= (CS[X]IY1[Z]+CS[Xnl[Ynl[za]) mod cmaxsize

P

Figure 3
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Such that CS[x][y][z] is the selected cell, CS[x,][V.l[z.] is
the neighbour cell, and cmaxsize is the maximum value of
the cell.
The affection on the selected cell and its neighbours take
place by the reminder of addition modulo operation. The
reminder of the seed value and the value of the selected
cell are used to be the next seed value and so on.
The generation for a new random number will depend on
the following factors:

The current value of the selected cell.

The value of the user seed.

The values of the neighbour cells, and the values of the

neighbour cells in the upper and lower layers

The range of the affected cells from 1 to 3

The digits required in each random number.
The additions modulo and or the concatenation of several
neighbors cells, in the SC, will be used to compute the
required digits as a length of the random numbers.

V. THE SUGGESTED ALGORITHM

The suggested algorithm becomes as follows:
1. Inputs “seedl, seed2, no, and Nd”.

2. Generate initial random numbers based on seed1,
save them in the three dimensions array, SC.

3. Compute the index of the selected cell from the
seed?.

4, Compute the neighbors of the selected cell

5. Change the values of the selected cell and its
neighbors

6. Compute the random number from the selected
cell and its neighbors

7. Compute the index of next selected cell

8. Goto4or Stop

figure 5 shows the algorithm’s operations.

Algorithm discussion

Step 1 input seedl, seed2, no, and Nd. Seed1 is used to
generate initial random numbers, that saved in the three
dimensions array, called SC. Seed? is used to compute
the index of the selected cell. No is used to determine
the required numbers to be generated. Nd is used to
determine the required digits in each number.

Step 2: Fill every cell in the SC by generating initial
random numbers based on seed1, with suitable digits
length. Using the following equations
x0=(7*x+803011)%m2; (10)

X=(x0+c*x)%m1 ; (11)

Step 3: Compute the index of the selected cell current
cell using the right most digits of the seed2, using the
division modulo operations.

Step 4: Compute the low indexes of the neighbors of

the selected cell current cell as follow:

void get_Low_Neighbors (short L[], shortC[])
{// C[ ] is the current cell indexes

for(short i=0;i<3;i++)

L[i]=C[i]-1; // L[i] is the low neighbors indexes
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if( L[i]<0)

L[i]=L[i]+size; /I size is the volume of SC
return;
} See Tablel: SC

Step 5: Change the values of the current cell and its
neighbors using addition modulo operations.

Step 6: Compute the new random number, using the
values of the current cell and its neighbors.

Step 7: Compute the next current cell, using the values
of the last cell of the neighbors.

Step 8: repeat the operations from 4 to 7, or stop if
satisfied.

Table 1: shows indexes of some cells in SC

Xl | wir | zea | x| owifl ze| x| vyl Zzea

9 9 9 o|lo| o0 1 1 1

4 9 8 Ss|lo| 9 [ 1 0

Input=

preparation

o

Chang some values of 5C and count
The Fandom

If (zatizfied)

Figure 5:
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Analysis & Complexity Study

Combined linear congruently method, Equations. (10 and
11) are used to generate initial values in CS. Thus the
selection of the values for the parameters ¢, m1, and m2
drastically affect the statistical properties and the cycle
length.

The generated number is the result of additions modulo to
the values of selected cell and some cells neighbors. Also
every cell of the neighbors is affected by the current value
of the selected cell. Because of there are 27 neighbour
cells, the quality of the generated number improved, also
the possibility of getting sufficient digits are available
using concatenation and or addition of more neighbour
cells.

The circulation of the generated number may occur after
huge numbers of generations.

The disruption of the digits appear in table 2 when
generating 100 numbers, the average digits is 20,5 in each
number.

Table 2: Tahble 3:
Digits | Repetitions Digits | Repetitions
0 133 0 282
1 202 1 096
2 189 2 694
3 134 3 086
4 153 4 039
3 210 5 732
& 138 & 631
7 219 7 676
8 153 8 673
9 136 9 B85

Table 3 shows the disruption of the digits when generating
300 numbers, the average digits is 24,5 in each number.

The security of the algorithm depends upon two seeds
numbers and three values act as a factors generations in the
algorithm.

V. EXPERIMENTAL RESULTS

This section shows samples of experimental results using
own generated simulation software according to the
proposed algorithm mentioned in section Ill. The result
shows 100 numbers, with average 20,7 digits. The result
shows that, there is no reputation values and the cycle
period is better. Table 2&3 show the disruption of the
digits when generating 100 and 300 numbers.

498921905637951058738  6964594105137274176
727530640765495715497  517080893094304038360
891750860265031493749  25304021267856968279

234503097818929392932  963179534140574684535
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576058268204824891716  409179280196525174601

19654927317141646469 976747045631732828438

637608080841910382064  765175153013907192148
63072192427981825868  276463424740724602851
26017898364932451525  49735391717404697150

713290903804685905170
239152478416352343281
953676184728519195213
262925927694565206478
924232393967817107826
745372847068132943470
469060726190731701431
749746143595320794502
486839509179190868065
173297824967636814769

574017361317037084546
917691065943598593153
619541810919576786914
36853952101794895365
959627685098593202036
567036851602964769327
195209520739563191938
843604815171390570534
38209650627978464172
62354602902794857161

39284836170157650215  515658142472052919157

767803830274659412875 494763632587803070703

46735303508308473082 185340717958074059891

735270484204842487208  148567256868462725273
13684167421974028569 39187202120353818175

548316542106251098738  064323076219717836259
75930506312751208092

IV. CONCLUSION AND FUTURE WORK

Any random number generator required seed number and
some factors. It is difficult to detect the factors used to
generate random numbers if the seeds change periodically.
Also it is more difficult to expect the next generated
random number based on the idea of combined linear
congruently generators with three parameters, like a;, c;,
and m;. Using structure memory cells, generate random
numbers based on dynamic seeds and dynamic changes to
the selected cell and its neighbours make the cycle period
longer, and make the difficulty is more to expect the next
generated random number from the previous one. The
result shows that, there is no repetitions values and the
cycle period is better than the other algorithms. In the
future-work, the method needs software application to mix
two or three numbers as one.
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