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Abstract - Most block ciphers contain primitive substitution boxes to add required nonlinearity. S-boxes maintain high
confusion and resistance to linear and differential attacks. The protection of those ciphers depends on the force of the S-
boxes used during the replacement stage. It is difficult to create encrypted, strong S-boxes which fulfill various
characteristics like high non-linearity, good avalanche effect, bit-independent requirements, low differential uniformity and
linear probability, etc. We proposed in this paper to create an S-box based on optimization of artificial colony bee and
chaotic diagram. An initial S-Box is built to customize the algorithm to meet several features. The results of the simulation
and comparison with recent proposals suggest that the proposed ABC optimization algorithm performs fairly easily and

creates an S-box with a higher degree of security.
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I. INTRODUCTION

Recent developments in the field of telecommunications
have led to a shorter stream of huge data across open
networks. Contemporary security systems that can enable
secure information transmission have always been an open
question. In order to secure the sharing of secluded
information between trusted parties, the cryptographic
primitive elements are used [1]. Modern cryptogram block
cyphers have been developed to fulfil the widespread
demand for safe communications in  today's
technologically well equipped era (3). The technology of
block chiphery has played an important role for secure
storage and transmission for many years now. A powerful
chip complies with the Shannon confusion and diffusion
requirement as well as its intrinsic capacity to mitigate
traditional and other forms of cryptographic attacks [3]. In
order to guarantee uncertainty, many modern ciphers such
as Concept, DES, AES, Blowfish, GOST etc. are using
substitution boxes. They are only block chip components
that cause nonlinearity and enhance cipher security [4].
The construction of strong, vibrant S-boxes has therefore
become an important research topic for security experts
[5]. The n X m replacement box is mathematically a
nonlinear mapping of S from GF(2n) to GF(2 m), where n
C m. Its fundamental role is to transform an n-bit input
into an m-bit output in a nonlinear fashion. The Boolean
multi-output S: fm(x) fm-1(x) ...... f1(x) is a Boolean part
of each Fi(x) that has been specified from GF(2n) to GF(2)
as a boolean scale multi-output function (n-variable). The
S-boxes are typically displayed and implemented as search
tables. Cryptographers were attracted by the development
of efficient S-boxes, notably in size 8 X 8, due to the
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success of AES cipher blocks, that used 8 X 8 S-box [6 ,
7].

Many design techniques for mainly 8 X 8 S boxes with
strong cryptographically characteristics have been studied
and used. Techniques include: group theory, chaos
(random), cellular automatic design, optimization
dependent (heuristics). The most basic application and
investigation is made for extremely small numbers of
techniques of optimization such as TLBO[8], ACO[9],
GA[10-12] and simulated annealing [13].

The key contribution of the algorithm proposed is
constructing an 8 9 8 replacement box with the use of
optimization of artificial colonies and chaotic maps. To
create an initial S-box, the chaotic logistic map is used. In
order to obtain a significant S-box configuration with
several upright cryptographic properties, the proposed
algorithm optimizes the first S-box. The entire building
process for the S-box is secretly regulated. The detailed
comparison of the suggested S-box with the newly
examined S-boxes indicates a superlative success in
cryptography. The optimized S-box will act as a happy
nonlinear feature to reinforce the block ciphers.

The rest of this correspondence is as follows. The 1D
chaotic map model is shown in Sect. 2. In Sect. In Sect. 3
briefly presented the quest technique for optimizing the
artificial bee colony. The S-box construction algorithm
proposed for optimization is explained and presented in
Sect. 4. Performance analysis and comparison with the
new S-Box construction system based on optimization and
chaos was performed in Sect. 5, accompanied by work
performed in Sect. 6.
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1. LOGISTIC MAPS

The 1D chaotic Logistic maps is simplest and most studied
and applied map. It is a polynomial mapping of degree 2
which govern as

Xpp1 = Flxg, X)) = x, X kox (1 —xy) W
where X is a state variable which is bounded in range (0,
1) for all n C 0, n is the number of iterations, and k is
system parameter for function F(x, k). It is a simple
mapping from (0, 1) to (0, 1) but exhibiting complicated
dynamics as introduced by R. M. May [17]. The dynamics
of map is extremely sensitive to its seed value X, and
parameter k. Theresearch have ascertained that the
Logistic map shows chaotic phenomenon only when 3.57 \
k B 4. The values of k extremely close to 4 have shown
excellent chaotic dynamics. A random sequence of
floating point values can be obtained by sampling chaotic
variable x in each iteration. The iteration of F(x, k) in 15-
digit precision of computation is performed to get good
random sequence. We engaged the chaotic Logistic map as
a key-dependent and deterministic source to yield initial 8
X 8 random S-box.

111. ABC OPTIMIZATION

Artificial bee colony optimization, introduced by
Karaboga [18] and then modeled by Tereshko [19], is
swarm intelligence based meta-heuristic approach which
mimics the collective intelligent foraging behavior of
honey bees.

Due to fewer control parameters, ABC optimization found
to exhibit better performance to most of the other
population-based techniques [20]. The ABC optimization
has been applied to solve a number of problems such as
transportation problems, weighted satisfiability problem,
data mining problems, routing problem, parameter
identification problems, clustering, information hidings,
etc., [21, 22].

The model developed by Tereshko has three main
components: employed bees, unemployed bees and food
sources. Firstly, a number of food sources positions are
randomly decided and their nectar amount is evaluated.
Each processing step in ABC optimization employs the
onlooker bees to their food sources and finds fitness
amount of food sources, selection of food sources to
generate possible new solution that is judged against the
constraints for its suitability and selection as near optimal
solution. The mathematical modeling of ABC based
optimization is as follows:

Initialize the population size, maximum iterations,
randomly generated initial solution candidate and food
sources positions. A bee measures the suitability of a food
source depending on the probability value P; as per the
expression:
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Py — 4_{}:,“ fit
k=1Jtk
(2

where fit, (1 B k B SN) is the fitness value which is
proportional to food source at position k and SN is the
number of food sources which is equal to the employed
and onlooker bees. ABC generates new candidate food
source positions from old ones as

Vij = Xij + @ (.1’,‘} — -‘-kj) -

where, 1 B i, j B D, i, j denotes the indexes of dimension
of problem. / is random number and controls the
(perturbation) neighbor food sources around position X.
The parameters must be within acceptable range before
and after any operation pertinent to the problem to be
solved. If solution is not improvised on several
consecutive iterations, then bees should then find the
positions through the expression (4) given as:

X — Xpin + randgen(0, 1) (Xmax — Xmin)

(4)

In our case, the Xuin = 0 and Xma = 255, where randgen(0,
1) routine is meant to generate any random number in
interval (0, 1). The bees pick the food source according to
probability value and search the vicinity to generate new
solution. The acceptability of new solution is decided
through greedy selection and accordingly the solution is
saved if it is found better than before under specified
conditions. The whole process of ABC optimization is
continued for

IVV. PROPOSED OPTIMAL S-BOX
CONSTRUCTION

Firstly, the initial candidate 8 X 8 substitution-box is
generated through random process via chaotic Logistic
map. The routine Initial_Shox_Gen () is suggested to yield
an initial S-box identified as IBox for optimization using
ABC meta-heuristic approach. In this routine, the
argument pr_num stands for a large prime number.The aim
of the proposed optimization algorithm is to fetch a
configuration of 8 X 8 S-box that holds strong
cryptographic lineaments.

The entire initial IBox is considered as environment of
bees with the 128th node chosen as the bees hive, so that
the hive is located in the centre of the environment. The S-
box values deemed as food sources for bees. The colony
size for bees is 255. The number of food sources is set to
SN (1 B SN B 255). Assignment of small value to SN is
avoided to receive handful amount of changes in the
configuration of current IBox during each optimization
cycle. This much number of unique random indexes each
lying between 0 and 255 (excluding 128) are generated for
random food source positions.
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These nodes or positions are stored in array X. For each
node in X, the value of fitness function is determined and
saved in array Fit. The probability values corresponding to
each food source computed and recorded in P. The Py
holds the probability value for bees hive and calculated
from fitness function value Fity;,, at hive position. The
onlooker bees make use of probability values to choose the
food source. A loop runs for a total of SN times and
compares the deviations of probability function values
P[k] and P [k+1]. The Swap () function exchange the food
sources via their positions. It helps the onlooker bees for
searching better solution. The suitability of new
configuration of IBox, after swapping, is tested and
selected as local best pBox if found better than current
IBox. Further, the current local best pBox is further
compared with global best gBox and the gBox is updated
if required. The employed bees compute the new food
sources positions. The process repeats until termination
condition is satisfied.

The dominance of an S-box over the other is set depending
upon the values of their average nonlinearities, maximum
differential uniformities, and maximum linear proba-
bilities. The S-box is aimed to be optimized against these
cryptographic properties of substitution-boxes. The reason
being, they are mainly responsible for strong confusion,
nonlinear transformation and potential to mitigate the
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cryptanalyses such as differential and linear assaults. To
set the selection criteria for new S-box, consider the
following:

Nl = mean(nonlinearities(Sqq))

dueig = max(differential_uniformity(S,q))
Ipoia = max(linear_probability(Seq))

Nlpew = Mean (nonlinearities(Spew))

dunew = max(differential_uniformity(Spew))
IPnew = max(linear_probability(Spew))
condition C1 is true if nlye,C nlyyg
condition C2 is true if dune,B dugyg
condition C3 is true if IpnewB 1poig

The new S-box Sy, is preferred over the previous one if
selection criteria C: (C1 && C2C3) is true, else previous
S-box is retained for next cycle of optimization process.
Where, the symbol && denotes the logical AND
operation. The equality sign is considered so as to belittle
the restriction which results in high number of hits. Means,
Shew dominates over Syq if and only if S, is no worse
than Sy on the grounds of nonlinearity and differential
uniformity. The proposed S-box optimization algorithm is
presented as Optimization (). The components of secret
key K of proposed algorithm include x,, k, ng, prenum,
SN, and N.

IBox= intial-Shox-Gen(x,w,n,pr-num)
Take an empty array of size 256
x < further iterate chaotic map once.

w< [ cell(x* pr-num]mod(256)
If (w is not member of | Box) store w to | Box

ogkrwhr

Iterate chaotic map n= times to rule out transient effect.

Repeat step 3 to 5 until IBox contains all 256 distinct w in[0,255].

gBox= Optimization(IBox,SN,N)

Read number of food source position as SN, iteration as N and set gBox <-1Box, pBox < IBox.

1. Take an empty array X, Fit and P each size SN

]

2. Repeat for k<1 to SN
x& further iterate chaotic map once
if(n==128)

n< generate random number in[0,255] from current chaotic variable x

discard 1 and set< k-1 for regeneration
else
set X[k]€n
3. Repeat for k&1 to SN

Fit[k] < compute fitness function for food source at node X[K]

4. Repeat for k<1 to SN

P[k]€compute probability value using fitness function Fit[k] for each node

5. Repeat for k&1 to SN-1

Compare adjacent probability deviation as:Adev€ (S« - dk1)

If{Acev>0)
tBox<IBox

6. swap(IBox[X[k],IBox[X[k+1])
if(IBox is dominant over pBox)
pBox<1Box
else
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IBox<-tBox
7. if(pBox is dominant over gBox)
update gBox as: gBox<pBox

8. computer new food source positions
9. repeat from step 4 for N number of iterations
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V. PERFORMANCE ANALYSIS OF PROPOSED S-
BOX

The method proposed previous section is implemented in
matlab. The initial S-box is optimized for maximizing
nonlinearity, minimizing differential uniformity and
minimizing linear probability. The final configuration of
the proposed 8 X 8 S-box is provided in Table 1. The
cryptographic strengths of S-boxes are assessed using
well-accepted benchmarks among researchers such as:
bijectivity, nonlinearity, strict avalanche criteria, bit-
independent criteria, differential uniformity, and linear
approximation probability [22, 23]. The results of
performance evaluation of S-box in Table 1 is compared
with most recent S-boxes, where the core designs are
based on techniques of optimization, cellular automata,
group theory, chaos, etc.

5.1 Bijectivity

An S-box is said to be bijective if all the component
Boolean functions are balanced. A Boolean function f; :
GF(2%) ? GF(2) is said to be balanced if it outputs has
equal distribution of 0’s and 1’s (= 128). The imbalance
represents weakness in terms of linear attacks [24]. The
bijectivity of an 8 X 8 S-box is affirmed if its look-up has
unique values in [0, 2 - 1]. It is evident from the S-box
LUT depicted in Table 1 that the proposed S-box is
bijective as the Table has unique values in the specified
range. The bijectivity of the proposed S-box is verified
mathematically through the expression [11]:

i=1

hwt (i ul-f;-) =27
®)

where, hwt() denotes the hamming weight, a;2 fO ; 1g and
(al, Az, ..eey ag) = (0, o,...., 0)

Table 1 The proposed 8 9 8 substitution-box

205 57 89 64 181 26 114 72
192 49 39 124 108 117 68 164

6 70 13 204 230 28 242 122
222 61 8 92 106 238 56 75
51 107 247 172 252 67 42 36
133 221 147 193 18 207 190 166
78 90 254 216 251 179 161 168
109 129 149 104 212 53 11 121
184 66 101 86 27 246 137 110
21 152 62 99 47 167 138 2
162 71 131 115 225 73 7 33
93 182 19 118 153 34 24 126
77 37 223 188 243 31 25 40
30 63 142 219 206 218 213 88
87 189 60 69 119 229 58 44
141 253 102 128 159 163 231 146

111 234 151 100 170 81 150 17
127 136 55 144 10 82 187 38
226 160 199 177 203 130 50 123
241 95 120 208 239 135 209 200
16 98 244 103 134 20 174 41
143 194 183 248 139 145 83 171
35 233 22 235 185 245 116 32
178 220 80 197 112 186 156 0

5 250 97 59 91 140 169 236
23 85 228 227 210 132 29 65
198 215 173 176 158 12 9 74
52 157 113 79 224 180 211 84
237 249 154 105 14 155 125 3
191 255 196 148 217 54 76 240
165 201 1 202 43 175 4 96
195 48 214 46 94 15 45 232

5.2 Nonlinearity

The score of nonlinearity is directly related to the strong
confusion and immunity of block ciphers to mitigate linear
cryptanalysis. All component Boolean functions should
have as maximum nonlinearity as possible. Nonlinearity of
a Boolean function f; in n-variable is measured by
minimum of hamming distance between the set of all non-
constant linear combinations:

”]ﬂ = min {d'i‘wc”’C(—J."rummr‘ug (f; s ]) }
leA, (6)
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where A, is the set of all affine functions corresponding to
function f;. The nonlinearity can also be computed through
Walsh spectrum as given in Ref. [26]. The best affine and
linear approximation attacks [27, 28] both have reflected
the significance of constructing S-boxes with high
nonlinearity scores. The nonlinearity scores of all eight
Boolean functions in proposed 8 X 8 S-box are computed
and found as nl¢; = 108, nlg, = 110, nlg = 112, nl,=108, nlss
=108, nls = 108, nli; = 110, nlgg = 110, providing excellent
nlyn = 108, 112 and nl,g, = 109.25.

Npax =
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All eight nonlinearity values are quite high and larger than
or equal to 108, clearly evincing reasonably well
nonlinearity performance of proposed S-box. Thus, the
proposed S-box has the ability to provide high
nonlinearity, strong confusion, and good resistance to
linear and affine approximation attacks.

5.3 Strict Avalanche Criterion

Any cryptographic system should exhibit good avalanche
effect. In 1986, Websters and Tavares introduced the
concept of strict avalanche criteria for the design of good
S-boxes [29]. For S-boxes, to satisfy SAC, the flipping of
any single bit of input vector should leads to 50% change
in output vector. An avalanche of 50% is significant to
diminish any correlation among I/O combination and fails
to leak information. Any value closer to 0.5 is always
deemed as good. The SAC can be evaluated through an 8
X 8 dependency matrix by following the procedure
reported in [29]. The average of this matrix is referred to
as the SAC value. It can be seen that all values are more or
less close to 0.5. The average of dependency matrix is
SAC = 0.4985 which is fairly close to ideal SAC. Means,
the proposed S-box tends to exhibit good avalanche and
satisfy the stated criteria.

5.4 Bits Independent Criterion

Bits independent is another equally significant design
criterion for strong S-boxes. Adams and Tavares suggested
a method to test BIC in [30]. Consider that fy, f,,..., f3 be
the component Boolean functions of an 8 X 8 S-box. The
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S-box is said to fulfill BIC if the function f=f; f; (i=j, 1B
i, j B 8) is highly nonlinear and also satisfy the SAC.
Based on this method, BIC for proposed S-box is verified
by computing the nonlinearity and SAC of f; f. The result
of BIC for nonlinearity is provided in Table 2 and that of
BIC for SAC is depicted graphically in Fig. 2. The average
of BIC-nonlinearity matrix is 104.29, which is a
commendable score and the average of BIC-SAC matrix in
Fig. 2 is 0.4992, which is very close to 0.5. The results
indicate that proposed S-box is competent enough to
satisfy the output bits independent criteria.

064+
05
0.4
2
Z 03
0244
0.1 4+

Fig. 1 Dependency matrix for SAC in graphical form

Table 2 BIC results for nonlinearity

fl f, fy f; fs fs f; fs
f, - 108 102 100 106 104 106 104
f, 108 - 102 104 104 104 104 104
fy 102 102 - 98 102 106 106 104
f, 100 104 98 - 102 104 106 106
fs 106 104 102 102 - 106 106 106
fs 104 104 106 104 106 - 104 106
7 106 104 106 106 106 104 - 106
fy 104 104 104 106 106 106 106 -

5.5 Differential Uniformity

The measure of differential uniformity is accounted to find
the S-box capability to resist potential differential
cryptanalysis. This analysis was devised by Biham and
Shamir in 1991 to attack block ciphers [31]. It exploits
certain occurrences of 1/0 differences. Dif-ferential
uniformity represents the maximum likelihood of
generating an output differential Dy = Y; Y; when the input
differential is Dx = X; X;. In this method, the XOR dis-
tribution between the inputs and outputs of S-box is
determined. Mathematically, it is expressed as:

DU = Aglé%ﬁy(#{,\' € X|S(x) & S(x® Ax) = Ay}) -
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where, # denotes cardinality and X is set of all inputs x.
The output XOR score should have equal likelihood for
corresponding input score. As a general S-box design
guideline, the maximum differential uniformity has to be
kept as low as possible to resist differential assaults.
Following the approach adopted in [31], an input/output
XOR distribution matrix of size 16 X 16 is calculated for
proposed S-box and displayed graphically in Fig3.
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u}
Fig. 3 Differential uniformity matrix

r SAC
M. Ahmad et al.
Table 3 Comparison of nonlinearity, SAC and BIC scores of recent 8 9 8 S-boxes
S-box Technique Nonlinearity SAC BIC-NL BIC-SAC
"min "max Mavg
Proposed ABC 108 112 109.25 0.4985 104.29 0.4992
Farah’s [8] TLBO 104 110 106.5 0.4995 104.57 0.4983
Ahmad’s [9] ACO 106 110 107 0.5014 104.21 0.5016
Guesmi’s [10] GA 106 110 107.5 0.4971 103.86 0.5034
Wang’s [11] GA 108 108 108 0.5068 103.36 0.5017
Wang’s [12] GA 108 110 109 0.4988 104.79 0.5026
Ahmad’s [33] TSP 106 110 107.5 0.5036 103.93 0.5040
Bhatacharya’s [34] CA 102 108 105 0.4888 103.29 0.5011
Jamal’s [35] Group 104 110 106.75 0.4988 106.28 0.5010
Khan’s [36] Chaos ? Group 96 106 103.25 0.5151 103.07 0.4864
Khan’s [37] Chaos 84 106 100 0.4812 101.93 0.4967
Khan’s [38] Chaos ? Group 98 110 105.5 0.4937 105.7 0.5013
Islam’s [39] Chaos 102 108 106 0.5002 104.4 0.5013
Belazi’s [40] Chaos 100 110 105.5 0.5000 103.78 0.4970
Ozkaynak’s [41] Chaos 100 108 104.7 0.4982 103.1 0.4942
Lambic’s [42] Chaos 106 108 106.75 0.5034 103.78 0.5015
Cavusoglu’s [43] Chaos 104 110 106 0.5039 103.38 0.5058
Anees’s [44] Chaos 100 106 103 0.5020 102.93 0.4998
Kazlauskas’s [45] Pseudo-random 102 106 104 0.5009 103.36 0.5061
Khan’s [46] Chaos 100 108 104.75 0.4978 103.6 0.5009
Liu’s [47] Chaos 104 108 105.80 0.4976 104.5 0.5032
Hongjun’s [48] Chaos 102 106 104 0.5018 103.5 0.5019
Gondal’s [49] Chaos 98 106 103 0.4961 104.14 0.5043

The highest value of this table is referred as differential
uniformity of S-box. The differential uniformity for our S-
box is found as 8 which is the highest value of DU in Fig.

3.

5.6 Linear Approximation Probability

The well studied linear cryptanalysis was introduced by

input bit selected by mask x, is same as the parity of
output bits selected by mask x,. LAP is quantified as:

LAP = max

@y, 0,70 ’

|#{x € X|x.ow, = S'(x).(,v)y} B 1

2}1

®)

where, xx and xy denoted the mask values of inputs and
outputs. X is the set of all possible inputs x whose
cardinality is 2n. An S-box having lower LAP score has
better resistance to linear cryptanalysis. The maximum
value of LAP for proposed S-box comes out as 0.1250
which is fairly low compared to many recently
investigated S-boxes.

Matsui in 1993 [28] to break popular DES block cipher. It
is a known-plaintext assault which approximates
relationship between inputs, outputs and key. The
magnitude of linear approximation probability should be
as low as possible to resist this attack [24]. According to
Matsui, LAP is the highest value of event that the parity of
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5.7 Performance Comparison

The capabilities of a designed S-box should be such that it
has (1) adequate power to thwart the chosen-plaintext
attack (differential cryptanalysis) practiced by Biham and
Shamir in [31], and the known-plaintext attack (linear
cryptanalysis) regulated by Matsui in [28], (2) the ability
to provide strong confusion in ciphers, [32] and (3) ability
to diminish any correlation among 1/O bit patterns so as
not to leak information [24]. The performance metrics are
quantified to assess these inherent capabilities of S-boxes.
As design guidelinesfor cryptographically strong S-boxes,
the maximization of nonlinearity is targeted, the largest
value of DU and LAP should be as low as possible, the
offset of SAC (difference from ideal SAC of 0.5) should
be as close to zero as possible. Similarly, the maximization
of nonlinearity and satisfaction of SAC during testing bits
independent criteria.

To make a clean comparison, we picked most recent state-
of-the-art algorithms [8-12, 33-49] where the techniques
of optimization, cellular automata, group theory, and chaos
are applied to generate efficient 8 9 8 S-boxes. In all the
selected 22 S-box proposals, the authors have also made a
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comparative analysis to show that their designed S-box has
better performance over many previous S-boxes
investigated in the literature. The comparison of our
proposed S-box is done in Tables 3 and 4 based on the
metrics discussed and evaluated in previous subsections.
The comparison made in tables show that the proposed S-
box outperforms over the S-boxes. The average
nonlinearity of 109.25 is highest (best) and the maximum
value of differential uniformity of 8 is lowest (best) among
all other S-boxes. On the aspect of other metrics such as
SAC, BIC-NL, BIC-SAC and LAP, the proposed S-box
has better scores over most of the other S-boxes in table.
The success rate of proposed S-box over other S-boxes for
each metric is counted from two tables and accumulated in
Table 5. It is found that the proposed S-box has a success
rate of 90.9% on min nonlinearity, 100% on max and
average nonlinearity, 68.2% on SAC, 72.7% on BIC-NL,
95.5% on BIC-SAC, 100% on DU, and 66.6% on LAP
over other competing S-boxes. The high success rates for
each metric unarguably narrate the reasonably out-
standing security performance of proposed S-box.

Table 4 Comparison of maxi-mum DU and LAP scores of most recent 8 9 8 S-boxes

S-box Technique DU LAP
Proposed ABC 8 0.1250
Farah’s [8] TLBO 10 0.1172
Ahmad’s [9] ACO 10 0.1484
Guesmi’s [10] GA 10 0.1250
Wang’s [11] GA 10 0.1406
Wang’s [12] GA 10 0.1406
Ahmad’s [33] TSP 10 0.1484
Bhatacharya’s [34] CA 10 0.1250
Jamal’s [35] Group 30 0.1250
Khan’s [36] Chaos ? Group 44 0.1562
Khan’s [37] Chaos 16 01796
Khan’s [38] Chaos ? Group 32 0.1172
Islam’s [39] Chaos 10 0.1484
Belazi’s [40] Chaos 12 0.1250
Ozkaynak’s [41] Chaos 10 0.1406
Lambic’s [42] Chaos 10 0.1328
Cavusoglu’s [43] Chaos 10 0.1406
Anees’s [44] Chaos 10 0.1406
Kazlauskas’s [45] Pseudo-random 12 0.1328
Khan’s [46] Chaos 12 0.1406
Liu’s [47] Chaos 10 0.1250
Hongjun’s [48] Chaos 10 NA
Gondal’s [49] Chaos 12 0.1484

Table 5 Success rate of pro-posed S-box when compared with most recent S-boxes on aspects of various criteria

Performance criteria

Success rate

Nemin
Nemax

Niavg
SAC

BIC-NL
BIC-SAC
DU

LAP

20/22
22/22

22/22
15/22

16/22
21/22
22/22
14/21
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VI. CONCLUSION

An 8 X 8 replacement box construction method based on
the technique of optimization of the artificial bee colony is
suggested, in which an initial candidate for the S-box is
created by a chaotic logistic map. The initial S-box is
configured according to three criteria: the maximisation of
nonlinearity, minimum uniformity and linear likelihood of
approximation. The process of optimised S-box generation
depends on the key. By making minor changes to some of
the key components, a range of dynamical S- boxes can be
produced. The safety evaluation of the S-box proposed and
a careful comparison with the new S-boxes defended the
outstanding performance of the system. You can use the
proposed S-box to build crypto-strong block systems.
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