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Abstract— The merging of Internet of Things (10T), Wireless Body Area Network (WBAN), and Cloud Computing (CC) has
greatly influenced the Electronic Medical (E/M) Healthcare system. As the use of E/M healthcare increases, the chances of
privacy and security violation increases. To address this, a Healthcare system framework is designed which collects medical
data from WBAN, transmits them through Wireless Sensor Network (WSN) and publish them through Wireless Personal Area
Network (WPANSs). WSN allows more number of nodes to transmit the packets from source to destination. It involves three
techniques 1) Packet Scheduler where there can be multiple source and destination which prevents collision. 2) Multiple
selection method based upon monitor node which provides multiple routes. The monitor node optimizes the selected node. 3)
Node to Node compression and Load Balancing Technique which compress the packets sent from source to destination and to
decrease the delay. The data collected from WBAN will be aggregated and stored in a file. The file is uploaded to cloud and is
accessed by Hospital authorities whenever required. Simulation results shows that the proposed system perform better than

existing system with respect to Packet delivery ratio, Transmission time and Energy consumption.
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l. INTRODUCTION

The Rapid growth of 10T, Cloud Computing, Wireless Body
Area Networks (WBAN) and Wireless Personal Area
Network (WPAN) has made tremendous impact on Medical
care system. Cloud computing is the practice of using a
network of remote servers hosted on the Internet to store,
manage, and process data, rather than a local server or a
personal computer. Wireless Body Area Network allows
checking the real time health updates. The sensor will be
embedded in the human body which will collect all the
physiological changes so that it will be easy to monitor, the
health changes irrespective of the places. Applications
involve people suffering from diabetic, heart attack, Asthma
etc.

Wireless personal area network (WPANS) is a personal short
distance wireless area network for interconnecting devices.
Bluetooth, Code Division Multiple Access (CDMA) etc are
some of the WPANs devices. The existing e/m
(electronic/mobile) healthcare system mainly focuses on
security and privacy of the system with the help of GSRM
(Group Send Receive Model) and HEBM (Homomorphic
Encryption Based on Matrix) respectively. In existing system,
packets are transmitted from source to destination. During the
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transmission of packets, sensors will collect the medical data
and all the medical data gets aggregated and will be stored in
one file. That file will be uploaded to cloud for processing the
data. Later the Hospital staffs searches the status of the sensor
node information and its collected medical data.

A. Motivation

In this paper we have proposed a privacy and security for
healthcare system by Implementing Enhanced Homomorphic
Encryption Based on Matrix in WSN and with more number
of nodes to transmit the packets from source to destination,
which includes packet scheduler with multi-path selection
based upon monitor node with node to node compression and
provide authentication (user authentication process) to
improve the security performance.

B. Research Contribution

The important contribution of this paper is

1.Proposed Healthcare System with more number of nodes
to transmit the packets from source to destination with
multipath selection with node to node compression.

2. Authentication is provided to increase the performance of
security so that intruder cannot enter into the system.
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3.If there are multiple source and destination in HEBM, it
leads to the collision. In EHEBM, we use packet scheduler
where there can be multiple source and destination.

4.1n HEBM, packets are delivered from source to destination
through neighboring nodes. In EHEBM, multipath
selection method, provides multiple routes. The monitor
node optimizes the selected route.

5. If large amount of packets are to be transmitted in HEBM,
then there will be delay whereas in EHEBM, node to node
compression technique compress the packets and there by
decreases the delay.

C. Problem Definition

In the existing system, privacy of individual information has
been violated where the hackers can enter into the network
easily without any authentication. To overcome this, the
Healthcare system framework is designed which collects the
medical data from WBAN, transmits through WSN which
includes packet scheduling and Load Balancing to decrease
the delay time and authentication has been included to
enhance the security where it becomes difficult for the
hackers to enter the network easily.

D. Organization of this paper

The organization of the paper is as follows. Section Il
provides information about the related work. Section 11l and
Section 1V describes the System Model and algorithm.
Performance Evaluation is done in Section V and finally the
conclusion is summarized in Section VI.

Il. RELATED WORK

Sawand et al., [1] have proposed the technology of wireless
body area networks (WBANSs) that has been growing
tremendously in health and real time body monitoring
system. Wang et al., [2] have planned a privacy-aware
cloud-assisted  healthcare  observation  system  via
compressive detecting for resource-efficient data acquisition
and to collect medical information. Amirbekyan et al., [3]
have projected the efficiency of secure scalar products, is
very important as a result of they will cause overhead in
communication value, but real operations additionally
function one among the fundamental wvarious secure
protocols, but the security is semi honest and data are often
leaked.

Reid et al., [4] have discussed the Role Based Access
Control (RBAC), as a hopeful access control system. for
effectiveness and unambiguousness, get to strategies that
allow access to an expansive scope of substances while
explicitly denying it to subgroups from securing those
elements should be upheld in health info networks. The
System exhibits an adjustment of RBAC that supports
general consent with specific denial. In Attribute Based
Encryption, framework gives a proof-of-idea mobile
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application that enables patients to get to the encrypted
records on their iPhone disconnected and safely send out
those records to other cloud-based EMR Suppliers [5].

Shin et al., [6] have proposed the Extended RBAC security
that model observe security necessities associated with
privacy protection in u-HealthCare Service Integration
Platform (u-HCSIP). The framework is a protected solution
for mobile access to Electronic Health Record (EHR) system.
The HER system resolution allows secure authentication and
communication between a mobile device and a healthcare
service supplier through usage of a two-factor authentication
technique on a cell phone [7].

Guo et al., [8] have proposed the Electronic social insurance
(eHealth) frameworks which supplanted the paper-based
medicinal frameworks because of the attractive highlights
features such as universal accessibility, high accuracy, and
low cost. As a important component of eHealth frameworks,
mobile healthcare (mHealth) applies mobile devices, for
example, smart phone and tablets. Financial and regulatory
related has provided strong incentives to institute better
disease prevention, enhanced patient checking, and push U.S.
medicinal services into the advanced period. This progress
necessitates that information protection is guaranteed for
computerized digital data in three individual stages: |I.
procurement, Il. Capacity and I1l. Calculation [9].

Cherkaoui et al., [10] have proposed the framework to
enhance the Quality of Service (QoS) of e-health applications
to guarantee well-organized and constant remote observing
of patients and elderly. Optimizing Homomorphic
Encryption for streaming Algorithm which presents a
technique that expands effectiveness and parallelism for
specific calculations under Fully Homomorphic Encryption
(FHE) yet some genuine security issues remain [11].

Marwan et al., [12] have provided an approach based on
Secure Multi-Party Computation (SMC) protocols to ensure
privacy-preserving in the collaborative systems. This
technique adopts the collaborative method to improve
medical quality. Suitable cryptographic tools are presented
for permitting fractional visibility and valid protection on
approved parts for various levelled security insurance of
eHealth information [13]. M-Health can be characterized as
mobile computing, medical sensor and communication
technology for healthcare. The goal is to supply a set of
papers that will mirror the spectrum of the ongoing advances
in m-Health innovations and the job of the developing
mobile and network technology in m-Health frameworks and
applications [14].

Simplicio et al., [15] have presented SecourHealth, a

lightweight security system concentrated on highly sensitive
information gathering applications however the main
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drawback is it keeps the outside attack but fails to keep
inside attack. A review publication designed at enhancing
security and protection in IMDs and health- related BANs
provided that clear definitions and an extensive summary of
the matter area. They analyse regular topics, arrange
applicable outcomes, and distinguish patterns and headings
for future research [16].

Chan et al., [17] have proposed the system that mechanism
on Security homomorphism which permits encrypted
information to be worked on two added substances
homomorphic schemes, to be Iterated Hill Cipher (IHC) and
Modified Rivets Scheme (MRS). The framework gives a
structure of Multi-agent design which handles the security
and Protection of sensitive medical information. The Remote
Patient Monitoring setting engineering will be utilized for
approval. The proposed framework utilizes various types of
operators to deal with delicate restorative data, for instance,
Monitoring Agent, Policy Agent, Data Collector Agent,
Access Control Agent, Ontology Store Agent, and Physician
Agent [18].

Lin et al., [19] have proposed the framework gives vehicle
mounted medicinal sensors to social insurance applications.
It is a joint power and confirmation control algorithm to plan
the clients' transmission of medical information. The target
of this algorithm is to limit the number of clients who are
disconnecting from the network whereas keeping the EMI on
medical sensors at a appropriate level. The system proposed
an expense and energy effective three level models for
healthcare dependent on WSN to remove restrictions of
wired system and to utilize wireless technology efficiently
[20].

Pintilie et al., [21] have an efficient storage solution by
analyzing and taking into consideration the requirements of
e-Health applications (such as computational time, storage,
processing time, costs) and important aspects of data
replication strategies (such as data priority, price, data size).
Hybrid deduplication method is also used in this system.

Guerrero et al., [22] have proposed a system which is a
flexible, event-driven, user consent-revocation mechanism
and includes the dimensioning of the network event-based
model. The system aims at explaining in detail the
technology drivers behind the 10T and health care with the
information on data modelling of medical devices, data
validation of critical incident data, data mapping of existing
loT data into different other associated system data [23].

Abinaya et al., [24] have introduced the Information
Retrieval R-Tree that Algorithm is used for fetching data
with spatial, textual filtering and document ranking from
bulky database or network. The system effectively aggregate
the data of patients in the various network segments to
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remove the communication overhead of headers and
acknowledgements. The performance of the system is
assessed based on aggregation efficiency, total transmission
time and end-to-end delay using MATLAB simulations [25].

I1l. SYSTEM MODEL

A. Proposed Architecture
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Figure 1. Proposed Architecture

The Figure.1 shows the proposed architecture where the
user’s biological and physiological information are collected
by a healthcare monitor device and through WSN, sensor
nodes collect the data and the data is uploaded to the cloud.
Later the information has been stored in the database of the
health service provider. Data access requestor who needs to
access the particular user data can access the details through
their smart devices. They collect the information through
health service provider.

The proposed system provides the privacy and security for
Healthcare system. The existing system provides the security
and privacy by using GSRM and HEBM methods
respectively. In this system, we have included node to node
compression and security authentication for the existing
system. In Wireless Sensor Network (WSN), numbers of
nodes have been increased to transmit the packets from
Source to Destination which includes Packet Scheduler with
multipath selection based upon monitor node with node to
node compression. Before transmitting the packets, we need
to check the quality of the node through Packet Scheduler.
Here node encrypts the data and compress the file for
security purpose.

Quality means the transmission power, receiving power,
ideal power and sensing power and we also check the
characteristics of the node. Based on that we assign the
packets to the node. Node to Node compression is to
compress the packet which is also a data compression which
reduces the size of the packets. By applying Packet scheduler
and node to node compression technique provides High
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Throughput, Avoids Latency, Packet Loss and provides High
Accuracy as well as Energy consumption is reduced as
compressed data requires less energy for transmission and
receiving power when compared to the existing system.

Next we enhance the security system by providing first Level
Authentication which means every node has information
regarding user id and password. All nodes information will
be stored in the database. So, every time Database is
verified, if the authentication matches the node will be
allowed inside the network.

B. Block Diagram of EHEBM

Powerrequirements

Huffman coding

Sensor

Sensor interface

Data Compression

Tran receiver

—  Data Transmission

Chain based Compression

Server H Data Upload H UserInterface 4——

Multi_path Selection

Figure 2.Block Diagram of EHEBM

The Figure 2 shows the Block diagram of EHEBM which
includes trans receiver, power requirements , sensors for the
transmission of the data , before transmission of data , the
data is compressed using Chain based compression method
and Huffman coding Algorithm. A Huffman codeis a
particular type of optimal prefix code which is used for data
compression without losing the packets. Data is sent from
source to destination based on packet scheduler with
multipath selection and node to node compression with is
Sensor collects the medical data and all the data will be
aggregated till it reaches the destination and compressed data
later will be uploaded to the server and later authorized
hospital staff searches the status information.

C. Techniques used in the proposed system
Techniques used in this proposed system are
1. Multipath selection based upon monitor node.
2. Node to Node Compression.
3. Packet Scheduler.
4. Load Balancing.

1. Multipath Selection based upon monitor node
This technique helps to optimize the route which helps to
transmit the packets from source to destination. The quality
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of the node is been checked first and later the transmission of
the packet to that node takes place. This technique reduces
the packet loss.

2. Node to Node Compression .

In our proposed system, we use node to node compression
technique where the data packets are compressed first and
transmitted from source to destination. This technique
reduces the size of the packets to half of its original size
which increases the storage capacity and reduces the Energy
Consumption.

3. Packet Scheduler

It is a queuing discipline which manages the sequence of the
network packets transmission in the network interface. Since
multiple source and destinations, packet scheduler helps to
transmit the packets in a sequence order. As the packets are
transmitted in sequence order reordering of the packets in
later stage is avoided thus reducing the consumed time. High
Packet Delivery Ratio has been achieved using this
technique.

4. Load Balancing

Load Balancing is used to check the quality of the node
before transmitting the packets. It helps to avoid the packet
loss, latency and increases the throughput. The lifetime of the
network does not depend only on the lifetime of weak node
but depends on the life all nodes in the network which helps
to extend the lifetime of the network.

IV. ALGORITHM
A. Algorithm for EHEBM

Step 1: Each node sends a broadcast message to nearb
Nodes.
Step 2: Node status defines whether the node is in active
Mode or wake up Mode (nid).
nid->neighbour_id.
Step 3: After checking bandwidth and frequency the
Nearest node send the ACK message.
Step 4: Admin node authenticates the member node by
getting the user id and password.
A-node->uid, pwd
Step 5: After getting the user id and password, node cheeks
the database entry from the user credentials.
A-node ->uid_table
A-node->info_status
Step 6: Multiple paths should be selected based upon
the source and destination
nb->link_routes
Step 7: Then it optimize the path based upon the packet
Scheduling technique.
Step 8: Chain based Compression takes place while the
Message is in transit.
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Step 9: Node encrypts the data and compress the file
Msg_i=ci(msgl)+ci(msg2)+......... ci(msgn)

Step 10: Receiver node only compresses the data by
using the key.

In the given algorithm EHEBM, node sends broadcasting
message to all nearby nodes and checks the node status
whether it is in active mode or not. The nearest node sends
the acknowledgement message checking the bandwidth and
frequency and the admin node authenticates the member
node by getting its user id and password. Admin node checks
the user id and password in the database, if the credentials
are present the member is acknowledged as authenticated
member node and is allowed inside the network for packet
transmission. If the credentials are not valid, the steps are
repeated to find the node with valid or authenticated user id
and password. Later with multipath selection, packet
scheduler and node to node compression, the packets are
transmitted. Chain based transmission method is used when
the message is transmitted, then the node encrypt the data
and compress the file. Here to compress the data Huffman
Coding technique is used to avoid packet loss. Later the data
is uploaded to the virtual cloud and Hospital staff can search
the status information. The table shows the example of status
information.
Table 1. Status Information Table

Vol.7(2), Feb 2019, E-ISSN: 2347-2693

V. PERFORMANCE EVALUTION

A. QoS parameters used to evaluate HEBM and EHEBM
algorithms are
1.Packet Delivery Ratio
2.Energy Consumption
3.Transmission Time
4.Network Lifetime
5.Average Storage Capacity
6.Routing Load
7.Packet Loss
8.Throughput

B. Simulation Setup

Simulation in Conducted using NS2 to evaluate the
performance of EHEBM. The sensors are setup where the
environmental condition needs to be matched. The user can
store the data in the cloud over the internet. The hard disk is
40GB and RAM is 3GB. The operating system is ubuntu and
coding language is C++, Java/J2EE. The IDE is Net beans
6.9.1 with MYSQL database. The visual interface is set to
command line prompt

C. Performance Analysis
1. Packet Delivery Ratio
Packet Delivery Ratio is the number of packets which has

IDno | Min Th | Max Th | Value Level been transmitted from source to destination excluding the
1 51 o5 23 Medium packets which has been lost or not transmitted to the
> 51 o5 18 Lower destination. A Packet Delivery Ratio can be defined as the
3 o o5 26 Higher number of packets received by number of packets sent.
. . _ Received Packets
4 21 25 7 Lower Packet DenVery Ratio = sont Packets X 100
4 21 25 7 Lower
5 21 o5 30 Higher Packet Delivery Ratio
by 800 -
6 21 25 20 Lower =]
7 21 25 22 Medium ; 600 - -/ 0 n
8 21 25 35 Higher =
o
. . . e 400 -
The Table 1 shows the status information table where in g e EHEBM
practical the min and max threshold will be the range of T 200 - HEBM
sugar, BP, asthma etc and the value will be patient’s value a -
and accordingly treatment can be done. Here the Id number % 0
is considered ID of the person and all the details of them S ' ' ' '
have been stored in the database. Minimum and Maximum 60 80 100 120
Threshold values have been given. In this case it is 21 and 25 No of Nodes

respectively and the person value is collected and if the value
is within the min and max threshold it is medium or said to
be normal. If the value is below the min threshold value then
it said to be lower and if the value is above the max threshold
value then it is said to be higher.

Homomorphic Encryption Based Matrix (HEBM) is used for

privacy purpose. It provides user id and password based upon
matrix calculation which provides privacy to the network.
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Figure.3 Comparison of Packet Delivery Ratio between
HEBM and EHEBM

Figure 3 shows Packet Delivery Ratio of HEBM and
EHEBM. Since there is less packet loss and more number of
packets have been transmitted from source to destination in
EHEBM. The quality of the node has been checked by load
balancing technique and then the packet are transmitted
which avoids packet loss. So, Packet Delivery Ratio of
EHEBM is higher as compared to HEBM.
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2. Energy Consumption

Energy consumption is defined as the amount of energy
consumed in the network.

Energy Consumption

8_
©
Q
E 6 -
3 —
s%,
O
> 2 e EHEBM
20 i
g 2 =f@i—HEBM
wl

0 T T T T T T T T T 1
5 10 15 20 25 30 35 40 45 50
Simulation Time (s)
Figure.4 Comparison of Energy Consumption between
HEBM and EHEBM
Figure 4 shows the comparison of Energy consumption
between HEBM and EHEBM. Energy consumed in EHEBM
is less than HEBM because of packet scheduling multi path
selection which helps to optimize the route by checking the
quality of the node and node to node compression. Since the
data is compressed, energy consumed will be less in
EHEBM.

3. Transmission Time

Transmission Time is the overall consumption of time in the
network. If there are n nodes and there is a n to n delay, the
time transmitted for that delay will be calculated. If the delay
is high, transmission time will be more and vice versa.
Transmission Time =n_to_n_delay * 1000 ms

Transmission Time
800 -
(%]
£
o 600 -
£
— 400 -
c
.g e EHEB M
v 200 A
g =—HEBM
S 0
E T T T T T T T 1
= 10 15 20 25 30 35 40 45
Simulation Time (s)

Figure 5. Comparison of transmission time between HEBM
and EHEBM

Figure 5 shows the comparison of transmission time between
HEBM and EHEBM where the time consumption of
EHEBM is less than HEBM because there is no waiting time
and delay is less when compared to HEBM. The routing time
is less as we are using multipath selection in EHEBM.
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4. Network Lifetime

Network Lifetime checks how long the network can have the
connectivity. It depends network connectivity is network
reliability and time taken to transmit the packets from source
to destination and the energy consumed.

Network Lifetime

08 -
(5]
E06 -
=
-
04 -
= ———EHEBM
E 02 -
g0 ~#—HEBM

o

0 2 4 6 8 10

Energy Consumed (Joules)

Figure.6 Comparison of Network Lifetime between HEBM
and EHEBM

Figure 6 shows the comparison of network lifetime between
HEBM and EHEBM where network lifetime of EHEBM is
high as compared to HEBM because the packet loss and
delay is less and Multipath selection increases the
throughput and there is no congestion as compared to HEBM
and also the energy consumed is less, there is no depletion in
the network. So the network Lifetime is high in EHEBM.

5. Average Storage Capacity
The storage capacity can be defined as the capacity to store
the packets in the database.

150 - Average Storage Capacity
)
<
Z 100 -
(8]
©
Q.
S
3 50 - =———EHEBM
< ~@—HEBM
A
O T T T T T 1
100 200 300 400 500 600
No of nodes

Figure.7 Comparison of Average storage cost between
HEBM and EHEBM

Here the average storage capacity is compared between

existing system (HEBM) and proposed system (EHEBM).
Since the data is compressed, it occupies less space and
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capacity to store more number of packets is increased when
compared to the existing system. Comparison of average
storage capacity between HEBM and EHEBM is as shown in
the Figure 7. In HEBM some unwanted or duplicate packets
will be stored but in EHEBM data redundancy is achieved
and unwanted packets are not stored thus increasing the
storage capacity.

6. Routing Load

Routing Load can be defined as the number of packets
transmitted across the network from one node to another
node.

500 - Routing Load
" 400 -
[J]
£ 300 -
©
& 200 -
o e EHEBM
o 100 -~
= 0 —#—HEBM
T T T T T T T T L
5 10 15 20 25 30 35 40 45 50
Simulation Time (s)

Figure 8. Comparison of Routing Load between HEBM and
EHEBM

Figure 8 shows the comparison of the Routing Load between
HEBM and EHEBM. Routing load is increased in EHEBM
as compared to HEBM because of Packet scheduler and
Load Balancing so that there will be no latency, no waiting
time, delay will be reduced, also the quality of the node is
checked with respect to the power consumption. So, the
number of packets transmitted across the network is high in
EHEBM than HEBM.

7. Packet Loss
The loss of packets when transmitted from source to
destination can be defined as Packet Loss.

Packet Loss = Sent Packets — Received Packets

Packet Loss

. 300

17

Lo

2

8 100 e EHEBM
Y

(o] = =

2 0 - T T T T T T HEBM

5 10 15 20 25 30 35

Simulation Time(s)

Figure 9. Comparison of Packet Loss between HEBM and
EHEBM
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Figure 8 shows the comparison of Packet Loss between
HEBM and EHEBM where the packet loss in EHEBM is
comparatively low as compared to HEBM because of using
Load balancing to transmit the packets to the destination

8. Throughput
Throughput is defined as overall packet delivered in a period
over the transmission medium.

Average Throughput
600 -
(%]
a
o
X 400 -
H
§° 200 4 e EHEBM
o —=#—HEBM
<
— 0 T T T T T 1

10 15 20 25 30 35

Simulation Time (s)

Figure 10. Comparison of Average Throughput between
HEBM and EHEBM

Figure 10 shows the Comparison of Average Throughput
between HEBM and EHEBM. The information shared in
given amount of time is high as the packet loss and delay is
decreased in EHEBM also there is no congestion as we are
using packet scheduler technique. So, the average
Throughput is high in EHEBM as compared with HEBM.

VI. CONCLUSIONS

The proposed system in Wireless Sensor Network (WSN)
allows more number of nodes to transmit the packets from
source to destination which includes the following
techniques 1) packet scheduler with multipath selection
based upon monitor node and 2) Node to Node compression
which reduces the delay, energy consumption and increases
the throughput, storage capacity. 3) Load Balancing method
to check the quality of nodes before sending the packets
which in turn increases the lifetime of the network.

Security is enhanced by providing First Level
Authentication, where the member node needs to produce its
user id and password to the Admin node. If the credentials
are available in the database server, then the member node is
allowed inside the network.
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