
 

  © 2019, IJCSE All Rights Reserved                                                                                                                                        427 

International Journal of Computer Sciences and Engineering    Open Access 

Survey Paper                                            Vol.-7, Issue-2, Feb 2019                              E-ISSN: 2347-2693 

                 

An Analysis of the Internet of Things Security From Data Perception 

 
Raviteja Gaddam

1*
, M. Nandhini

2
 

 
1, 2 

Department of Computer Science, Pondicherry University, Puducherry, Tamil Nadu, India  
 

*Corresponding Author:   raviteja.csebec@gmail.com,   Tel.: +91-9010862466 
 

DOI:   https://doi.org/10.26438/ijcse/v7i2.427433 | Available online at: www.ijcseonline.org  

Accepted: 18/Feb/2019, Published: 28/Feb/2019 

Abstract— As the usage of the Internet of Things (IoT) is increasing, the challenges of providing security for IoT are becoming 

severe. Every IoT device generates and shares the data, which plays a key role in IoT applications. To understand the IoT 

security, one should observe many approaches like data, communications, and applications. Among these, a view from the data 

side may be of much help. This paper analyses various issues in IoT security from the data approach. Authors propose a Three 

Perspective Model consists of Exclusive, Inclusive and End-Users Perspectives to provide IoT Security by integrating IoT 

architecture and Data Transmission. The Exclusive Perspective focuses on individual IoT devices, the Inclusive Perspective 

focus on collective IoT devices and the end-users perspective focus on IoT applications. The three perspectives focus on the 

secure transmission of data, authentication, privacy and the challenges against IoT applications. This paper analyses the data 

perspective of IoT security discusses the challenges and suggests some possible solutions for IoT security. 
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I.  INTRODUCTION  

Connecting the world in a pervasive manner is made 

possible by the Internet of Things (IoT), which can be a 

miracle of technology. This magnifies the communication 

and data transmission from any place to anything as shown 

in Figure 1. This extensive connectivity is also creating a 

lot of security problems [1]. From Smart Home to Smart 

Industries, IoT is providing several services by collecting, 

extracting and manipulating the data from IoT devices with 

a great impact on people’s life. So it is important to 

consider the data perspective of IoT applications. All the 

IoT devices are not only data generating devices but they 

must be capable of communicating the data to the storage 

facilities over the Internet. Staring from Smart Watches to 

Smart Automobiles, everything can generate and use 

versatile data concerned to the respective applications and 

environments. 

 

Data is the live part of IoT and by observing it may help to 

know the security of IoT. Many research works have 

focused on several perspectives on IoT Security without 

focusing on the data part. So, this paper analyses IoT 

security by focusing on the data generated in IoT networks. 

  

 

 

 

 

 

 
Figure 1. IoT Applications 

 

In this paper, we propose a three perspective framework 

that combines the study of IoT architecture and the data 

cycles in the IoT networks as shown in Figure 2. These 

perspectives focus on individual IoT devices, a group of 

IoT devices and End-User Applications. IoT security can be 

explored by observing the data in each perspective.  

The analysis of all these perspectives gives a holistic view 

of IoT security. As the data is present anywhere in the IoT 

network, including an IoT device, Internet and the Cloud 

Storage, it is essential to focus on this approach while 

considering IoT security. But, the majority of the data will 

be driven from IoT devices to Cloud through the Internet. 

Thus, this paper mainly focuses on this point and performs 
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a thorough analysis of issues and challenges in IoT security 

from the view of data. 

Figure 2. Three Perspectives of IoT Security  

The organization of the remaining paper is as follows. 

Section II discusses the work related to IoT security, 

Section III explores IoT security from the exclusive 

perspective, Section IV explores IoT security from an 

inclusive perspective, Section V explores IoT security from 

end user's perspective, followed by conclusion in Section 

VI.  

 

II. RELATED WORK  

This section discusses some of the surveys related to IoT 

security in various approaches. 

 Authors of [2] focused on the trust computation models for 

service management in the IoT environment. [3] focused on 

surveying the possibilities and challenges in using SDN and 

Fog Computing in IoT applications for network 

communications and data service respectively. 

 

Authors of [4] focused on comparing various security 

solutions based on cryptographic approaches for IoT in 

achieving the main security requirements like 

Confidentiality, Integrity, and Availability.  Authors in [5]  

focused on providing safety and security in IoT 

applications. Designing cyber-physical and IoT devices are 

harder than traditional systems.  

 

Authors of [6] discussed the issues related to IoT security by 

using powerful Quantum Computers. This paper addressed 

various fields of IoT usage, tools and security algorithms to 

provide better IoT security. Authors of [7] classified the 

security threats of IoT using a taxonomy. This taxonomy is 

relating to data, architecture, communication, and application. 

 

Authors in [8] focused on analyzing several recent works on 

IoT security from the last three years and gave an overview of 

the latest IoT security research, tools, and simulators. Authors 

of [9]  discussed the possibilities and open issues related to 

the usage of Fog Computing and Edge Computing for IoT 

applications. Also deliberated several existing architectures in 

this area and gave a comprehensive view of using Fog and 

Edge in IoT applications. 

Authors of [10] focused on providing IoT security from the 

application layer perspective. This paper presented and 

discussed some of the protocols like XMPP, MQTT, and 

CoAP to provide lightweight security and improving the 

functionality of IoT. 

  

Authors of [11] focused on surveying the IoT Security using 

SDN and Blockchain technology. This paper classified and 

compared the existing solutions of IoT security and gave a 

comprehensive view of the issues and possibilities of using 

SDN and Blockchain for IoT Security. 

 

Authors of [12] focused on discussing several IoT 

frameworks and compared the security features, security 

standards and secure communications of every framework 

along with the methodologies adopted by them. Authors of 

[16] provided a review on several IoT architectures and 

compared them against security, standards, and 

interoperability features.   

  

Authors of [13] surveyed the major vulnerabilities of IoT 

applications and their solutions. This paper analyzed the 

possible threats at different levels like IoT nodes, 

Communications, and Edge Computing and the IoT 

applications in various domains like Smart Homes, Smart 

Cities, Transportation, Healthcare, etc. Major security and 

privacy challenges in these domains also deliberated along 

with the security needs. 

 

Authors of [14] analyzed IoT security at various levels like 

data, communication and application interface. This paper 

also discussed various standard solutions for IoT security 

along with various wireless communication technologies. 

 

Authors of [15] surveyed the crucial components in IoT 

security like securing devices and code integrity and authors 

of [16] surveyed issued related to the usage of IoT in the 

health care industry. 

 

Authors of [17] surveyed the IoT security in several 

segments: limitations of IoT devices, a grouping of IoT 

attacks, architectures and security issues. Authors discussed 

and compared various IoT applications, architectures, 

limitations, and challenges. Also emphasized the usage of 

hardware level solutions, edge layer security, and distributed 

security model for providing better IoT security.  

The above-mentioned research works gave a better view of 

IoT security in various aspects. But, none of them considered 

data as the primary focus in interpreting IoT security. So, this 

paper focuses on this data-driven perspective and finds 

possible issues of IoT security in a different way. 
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III. IOT SECURITY FROM EXCLUSIVE PERSPECTIVE 

This section explores the IoT security by monitoring the 

data from an individual IoT device. Every device generates 

and transmit the data or may receive the data through the 

Internet. This data flow can be considered as input and 

output for the IoT device and must be focused on IoT 

security. 

Figure 3. Views in Exclusive Perspective 

 

A. Security related to Input Data: 

    IoT combines the physical world with the cyber world 

and hacking a device may bring security threats to both 

instances. Physical tampering of a device may affect the 

functionality and altering the data during transmission can 

affect the device state [5]. Devices perform the operations 

based on the input data and combining with security 

policies. By altering the input data and sending malicious 

data, attackers can compromise the devices. Unsafe 

operations may lead the devices to malfunction and 

sometimes may lead to loss of life. For example, malicious 

code can affect health care equipment connected to a 

patient and may endanger life. Most of the time all the IoT 

devices are connected to the Internet and if they possess 

vulnerabilities, then hackers can gain control over them. By 

using Botnets like Mirai and Reaper, hackers can get full 

control of the IoT devices [18]. With that, they can steal 

personal data and may block the applications for ransom. 

So [18] suggests that manufacturers must design and 

develop the devices to restrict the network access only 

when needed. 

 

If IoT devices are used as a part of the industrial 

infrastructure, then one single compromised device can 

result in a catastrophic loss to both properties and lives. 

Devices must be updated on a regular basis to defend the 

novel attacks. Care should be taken by the vendors when 

pushing the updates to devices. Mere security patches may 

ease the hacking when hackers find the vulnerabilities. So, 

automatic and regular update mechanisms must be 

configured to get the latest firmware.  

But, automatic updates may bring some more risks. If 

attackers use rollback attacks on the device firmware, then 

they can exploit the vulnerabilities and may attack the 

devices. So, manufacturers must send the updates in an 

encrypted form and digitally signed to ensure the integrity 

of the update. 

 

Besides, this updating mechanism may create traffic 

congestion. By using Blockchain techniques, the update can 

be done in a distributed manner and can solve the traffic 

bottleneck [19]. IoT devices may request an update in a 

peer to peer network. Then the device can download the 

latest firmware by checking its integrity. However, this 

requesting by all the devices may generate unnecessary and 

useless traffic.  

 

To reduce the risks of remote updating, [20] proposed a 

level-wise partial updating mechanism at runtime. This 

mainly consists of a dynamic system, a static system level, 

and a kernel level. Authors in [20] developed this approach 

on Contiki OS, without modifying the protocols and 

applications.      

 

B. Security related to Output Data 

All the IoT devices generate and upload the data to IoT 

applications through the Internet. Some data is highly 

sensitive and valuable. So, ensuring confidentiality while 

transferring the data is very much essential. Also, the 

legitimacy of output data can affect the reliability of 

services that are related to industry and social life. Hence, 

IoT applications must ensure confidentiality and legitimacy 

from all the IoT devices.   
 

1) Confidentiality: 

Encryption is a general approach to ensure confidentiality. 

IoT devices are resource constrained and cannot use 

general algorithms to encrypt the data [21]. Encryption 

algorithms in IoT devices must provide sufficient security 

without reducing the performance of the device. Using 

lightweight ciphers like SEA [13] consisting Feistel 

structure and mCrypton [17] consisting SP structure may 

simplify hardware implementation.  

 

The simple structure in lightweight ciphers makes them 

vulnerable to various attacks [22]. Using a side-channel 

attack, hackers can extract the keys using leaked 

information. So, this attack can be a threat to several IoT 

devices like RFID networks and Smart Cards where these 

lightweight ciphers are applied.  

2) Legitimacy: 

    Data generated by the IoT devices must be reliable and 

its legitimacy has a great impact on IoT security. Most of 

the IoT devices are in an open environment where human 
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intervention is not present. This openness may lead the 

attackers to tamper the devices, replace and hijack to 

compromise the device.  Verifying integrity and 

authenticity is very much essential for the data generated by 

the IoT devices. General attestation methods may not be 

suitable to verify the device tampering because of their high 

resource consumption. So, lightweight methods are 

required for IoT devices. 

 

Time-based software attestation methods like SWATT [23], 

SCUBA [24] can exploit side-channel attacks and can 

verify the integrity of devices without special hardware. 

Hybrid attestation methods like SMART [25] and TyTAN 

[26] use the combination of software and hardware to 

defend the attacks. But both these methods may not 

withstand physical attacks [27]. Verifying the integrity of 

enormous IoT devices is not a simple thing. SEDA [27], 

SANA [28] can be used for this purpose. It is very difficult 

in ad hoc networks, where the devices can join and leave 

the group dynamically.  

 

3) Open Issues: 

Ensuring confidentiality on IoT devices, developing 

lightweight ciphers is essential with the inclusion of latency 

reduction and speed optimization. For legitimacy, there is a 

need for more research on attestation methods to apply for 

enormous devices. Sometimes it is very difficult to get the 

correct status of an IoT device as the device can go online 

or offline dynamically. Also, there is not a common 

mechanism to update heterogeneous devices. Applying 

updates regularly to all the devices is another issue. There 

are several unsolved issues related to improving the 

accuracy of attestation, robustness, and efficiency 

IV. IOT SECURITY FROM INCLUSIVE PERSPECTIVE 

This section focus on the data flow among several IoT 

devices of a group. While interacting with the Internet, all 

IoT devices must obey the interconnectivity feature. 

Interaction among the devices is ensured by the 

communication networks while transferring the data to and 

from the applications. In this section, we analyze the issues 

related to authentication, communication and access 

control. 

Figure 4. Views in Inclusive Perspective 

 

A. Authentication: 

    Implementing a two-way authentication is essential in a 

decentralized network. Data holders and data collectors, 

data collectors and IoT devices need to authenticate before 

processing the data [29]. Authenticating RFID tags and the 

RFID reader is a security issue investigated in [30].  

Approaches like key-based, biometric-based are some of 

the authentication efforts. For resource-constrained devices, 

using a challenge-response mechanism is suitable [31]. 

Because of privacy issues, biometric-based authentication 

may not be preferred by many users. But in ad-hoc network 

scenarios, the anonymity of the entities need to be 

considered because the devices can join and leave 

dynamically [8].   

B. Communication: 

For IoT devices, there are different types of 

communications like through the local network, through the 

Internet and through the Internet via gateways. For the last 

two types, IoT devices can use different protocols and 

wireless technologies like Wi-Fi, Bluetooth to 

communicate other devices or storage facility. Devices like 

sensors can communicate within a local network with their 

routing abilities. But most of these devices have less 

physical protection, so they have a great threat of hijacking 

[32]. Ensuring security while communicating is a critical 

issue. For that devices must use secure routing techniques 

and have to create a trustable route. Compromised nodes 

can bring security problems like transmitting false route 

information and denying legitimate routes [33].  

  

So, ensuring secure communication in IoT network is 

essential to ensure the integrity of data transmission. 

Communication-related issues can be categorized as 

design: (1) Secure protocols (2) Efficient Intrusion 

Detection Systems (3) Lightweight trust evaluation 

schemes. Routing protocols like RPL, are not evading 

security risks [32] and intrusion detection like DEMEM 

[34] is working when the network overhead is minimal. 

Trust management model like TERP has routing issues. It 

is desirable for IoT communication protocols should be 

auto recoverable whenever network failures occur. This 

feature can isolate compromised IoT devices without 

human intervention [35]. 
 

C. Access Control: 

IoT network resources must be restricted only for the 

authorized actors. IoT devices and users can only generate 

and process the data for the specified purpose. Most of the 

IoT devices have automatic access control mechanisms. 

Some of the IoT systems use the roles and attributes to 

control the access privileges [36]. Usage Control Models 

can be used for automatic and dynamic authentication that 

can be used to activating or revoke the access privileges 

[37]. 
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D. Open Issues: 

As most of the IoT devices use wireless communication, 

there is a possibility for compromising the nodes by the 

attackers. Existing intrusion detection techniques may not 

be suitable in an IoT environment. Using the latest 

technologies like Blockchain with Fog or Cloud may bring 

reliability in communication. Most of the IoT devices are 

automatic and it is essential to verify their access control 

mechanisms. Cross-domain authentications are required for 

IoT networks that are ad-hoc in nature. But designing and 

developing efficient authentication methods is still a big 

challenge for researchers. 

 

V.  IOT SECURITY FROM END-USER’S PERSPECTIVE  

This section focus on exploring IoT security from end users 

and the data used in applications perspective. Enormous 

data is generated by the devices and transferred to IoT 

applications. By considering the data usage, this section 

discusses some issues related to privacy and challenges of 

IoT system. 

Figure 5. Views in End-User’s Perspective 

 

A. Privacy: 

    Data used by the IoT applications may be leaked by the 

attackers while transferring to and from the devices. This 

may raise privacy issues if the data is sensitive like 

fingerprints, medicine and can cause a severe threat to lives 

[38]. Unlike on the Internet, where privacy is risked by the 

users, IoT devices are automatically transferring the details 

without the users’ awareness. Data Mining and Machine 

Learning techniques can be efficiently designed to preserve 

privacy [39].  Even though the devices are not meant for 

monitoring privacy-related activities, some techniques need 

to be placed to monitor such activities. For example, Smart 

Home devices can be used by attackers to extract sensitive 

information and to gain full control over them for illegal 

use. But the applications like SmartApp are suffering from 

privilege problems [40]. In health care application, if the 

treatment information gets into the wrong hands, then the 

attackers can modify the data that may result in the loss of 

lives. Recent works like privacy preserving in medical data 

[41], pseudonym medical data management are solving the 

issues related to digital healthcare.  

B. Challenges: 

As the attacks are gradually increasing on IoT related 

services, there is a need for special techniques to 

investigate the attacks. General forensic mechanisms may 

not be suitable for IoT applications because of their 

heterogeneity. As the devices have limited memory 

resources and are continuously generating and transferring 

the data, finding the source of the attack is a complicated 

issue. Some of the frameworks like DFIF-IoT [42] and 

FaIoT [43] are easing the investigation process in IoT 

related applications. Preserving privacy is another 

important issue while investigating the attacks. PRoFIT 

[44] is one such privacy are IoT forensics model that 

collaborates with other sources to investigate the crime 

scene. Currently, there isn’t much growth in IoT forensics 

and it is essential to upgrade the existing forensic tools and 

to develop novel IoT forensic frameworks. 

 

As the IoT has become a part of daily life, some social 

challenges are introducing to people’s lives. If an 

automated transport vehicle is a reason for an accident, then 

the responsibility disputes come. To support automated 

transportation, Australia has drafted driving laws [45]. 

Smart devices like fitness bands, smart TVs are becoming 

the primary target for attackers to perform social 

engineering attacks to steal personal information. 

C. Open Issues: 

To preserve privacy, data must be transferred according to 

the privacy regulations. But, there isn’t a generalized 

framework that defines privacy regulations in IoT related 

services. So, privacy has to be protected at every level of 

IoT applications and mechanisms must be integrated into the 

components of IoT applications by the developers. 

Blockchain technology may be applied to preserve the 

evidence and can be useful to solve the issues related to 

forensics in IoT services 

VI. CONCLUSION 

This paper emphasized the importance of considering IoT 

data in providing security for IoT applications. Combination 

of the IoT architecture and data can outline IoT security in 

the three perspectives, i.e. Exclusive Perspective, Inclusive 

Perspective, and End-Users Perspective. Exclusive 

Perspective observes the data flow around individual Io 

devices. Inclusive Perspective observes the interconnection 

of a group of IoT devices. IoT applications like Smart 

Home, Health Care can be observed in the End-Users 

Perspective. To include better IoT services as a part of daily 

life, challenges like authentication, legitimacy, 

confidentiality, and privacy must be dealt in a profound 

way. This paper extensively focused on IoT security from 
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the perspective of data at various levels and mentioned 

several open issues that are helpful to the researchers in 

designing better solutions for the security of IoT related 

applications. 
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