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Abstract— This paper proposes a new and efficient key agreement protocol where trusted third party (TTP) is involved. There
are various available schemes which are based on number theoretic, elliptic curves etc. Due to the availability of modern
computers, these schemes are vulnerable to man in the middle attack (MITM). So there is a requirement of new technique for
key agreement which surprises the intruders and enhances the security of communication system. Our proposed protocol
utilizes the property of a non commutative group. We have given the security proof of our protocol keeping the fact in mind
that decomposition and conjugacy search problem are hard in a group which is non commutative.
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l. INTRODUCTION

Many cryptographic schemes [1-8] were proposed after the
seminal work of Anshel et al [2] over non commutative
groups (braid group). These schemes have utilized the fact
that non commutative groups are complicated than abelian
groups and at the same time too complicated for protocol
development. Due to these properties, braid group became a
popular choice among researchers. Our new scheme utilizes
the fact that in a subgroup, elements are commutative with
each other. To make new agreement scheme between TTP,
sender and receiver we use a specific property that the
element of a group are commutative to each other. This
property is already utilized in Artin’s braid group
[9].Another utilization is done by Ko et al [4],which is a
braid group version of DH key agreement [10]. However this
protocol faces a problem of verification between sender and
receiver since any of the cryptographic protocol is based on
hard problem, whether it is prime factorization or DH like
problems. We use two hard problems of braid groups CSP
and BDP. These problems provide one way function and at
the same time algorithmically difficult for the purpose of
verification we have used trusted third party (TTP) which
will be an intermediary between the sender and receiver to
generate the key for secure communication. Our proposed
protocol is secure enough for the attacks like man in the
middle attack due to the TTP involvement between the
communicating parties.
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The rest of this paper is organized as follows. Section 2
introduces mathematical foundation of our protocol. In
Section 3, we described authenticated key agreement
protocol (AKAP). In Section 4, we have proposed our
protocol. Finally, some conclusions are drawn in Section 5.

Il. PLATEFORM FOR PROTOCOL

Any Braid group Bn is the set of n braids. It was defined by
Emil Artin [9], where it is defined in terms of generators.
Suppose we have generators 0y,05,,...,0,4 Where o ; is

used to denote the braid in which string (j + 1) crosses j"
string, but other strings remain uncrossed. Relations can be
defined as follows.

1-0,0, =0,0; f0r|j —k| >1,
2-0,0,0;, =o,0;0, for|j —k|=1.
Every element of the group B, is geometrically interpreted

by an n-strand braid in the normal sense [11]. A represents
the fundamental braid, which is commutative with any braid
b. For further details of braid groups, readers can see suitable
references [12-14].

I1l. AUTHENTICATED KEY AGREEMENT
PROTOCOL (AKAP)
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Key agreement is the process by which participating entities
maintain a secret key [15-16]. Formally, purpose of key
agreement protocol is to provide key confirmation. In better
way it can be divided into key transport and mutual key
agreement. Most important thing is to make involvement of
both parties, in a shared key calculation. If multiple (more
than two) parties are involved then there is a need of
common shared key called a session key. Various protocols
[4,15,17-20] have been proposed after the seminal work of
Diffie-Hellman[10] but their protocol faces a problem
against MITM. Key attributes [19] required in a key
agreement protocol can be tested under the following
parameters.

« Known-key security: It recommends that, in point to
point correspondence, the private key is different in
every execution of protocol. So regardless of whether
intruder adapts some session keys, it is of no
significance.

 Perfect forward secrecy: It tells that if long haul private
keys of participants are known to intruder, at that point
the secrecy of old session keys stay safe.

+ Key-trade off impersonation: It is essential for the
circumstances  which utilizes uncertain  remote
channels. Assume sender's (or A's) long haul private
key is disclosed. That is to say, intruder can mimic
sender yet here it is alluring that this loss can't offer
flexibility to mimic sender.

e Unknown key-share: The receiver (or B) can't be
revealed into key sharing without his insight. It implies
when beneficiary trusts that the key is imparted to some
element (say C and C#A), it is really imparted to that
one.

+ Key control: No communicating party can have the

capacity to force the session key to a pre decided
value.

IV. OURPROPOSED PROTOCOL

4.1 Initial set up: Suppose two users A and B want to share a
secret key K with the help of a trusted third party (TTP). TTP
randomly chooses two sufficiently complicated n - braid s

and t from the braid group B, , two subgroups LB, and

UB, of B, where LB, is generated by o,,0,,....0,
2
2

and UB,, is generated by o, ,.....,0, 4, This B, isnon
—+1

— commutative but every element of LB, commutes with

every element of UB, . TTP has published s, LB, ,UB,
and t kept as a secret.

4.2 Protocol run:
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e A chooses X € LB, , and through a secure channel
submititto TTP.

e Bchooses Y € UB, , and through a secure channel
submititto TTP.

e TTPcomputes X, = XX " and Xz = Yty .

e A randomly chooses two braids u and v from LB,
compute X , = USV and sends it to B.

e After receiving X , from A , B randomly chooses

two braids p and q from UB, , then ask X, from

TTP through secure channel, computes
kg =YX,y ', Xy =KgpX,0K5' and sends
Xy toA.

e Upon receiving XB from B. Entity A asks Xg from
TTP, computes K, = XXgX ™" and then the shared
key(A) =k, " XK,.

Receiver, B also computes

key(B) = pX Q.

the shared key

4.3 Correctness: Since each element of LB, commutes with

each element of UB,_ |, therefore K, = XXX "=

X(ysy ' )x=xysy Xt and kg = yx,y =
y(xsx ')y = xysx 'y Also key(A) = k' Xk, =

K3 (ks PX 50K ko= PX 40 = p(usv)q and
key(B) = pX ,0= p(usv)g = pusvq. Thus key(A) =
key(B) because up = pu and vq = qv.

4.4 Security Consideration: Here we show that our protocol
fulfils the recurred security aspects keeping the fact in mind
that above discussed problems are secure.

e Known-Key Security: Since every run of protocol
generates a unique key so it is quite obvious as
calculated in section 4.2.

o (Perfect) Forward Secrecy: For calculation of
session key, most important role is played by the
group element pair (u,v) and (p,q).If any intruder
tries to find secret key x ory from ky, or kg .It is not
possible because these values are submitted through
a secure channel to TTP. Since CSP and BDP are
hard problems so it is also not possible to find x or
y from ka or kg.

e Key-Compromise Impersonation: Suppose the
sender’s key x is disclosed to intruder and he can
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impersonate the sender. Here the point of discussion
is that whether the intruder can impersonate the
receiver without having information of y. For this,
the intruder must know the sender’s key pair (u, V).
For this purpose the intruder is supposed to retrieve

p from sender’s public value X , = USV which is

not possible under the assumption that BDP is hard.

e Unknown Key-share: Suppose an intruder tries to
convince the sender that he has key sharing with
receiver but receiver knows that he shares key with
intruder. For this, the intruder has to publish the
correct public key without having the information of
private key which is impossible.

e Key Control: For a intruder it is not possible to
control the key. There is only one possibility which
moves around with receiver B but receiver B is
bounded by the sender A as the session key involves
pre-selected value by sender A. So receiver B has to
solve psg which is not possible due to the hardness
of BDP.

V. CONCLUSION & FUTURE SCOPE

Secure key distribution is the basic need of a key agreement
protocol. Available schemes are not involving any third
party. In this paper we have involved TTP, which enhances
the security level. This protocol is secure against all the
possible attacks. Masquerade kind of attack is not possible
due to the presence of TTP. Its security and ease of
implementation makes it useful for banking or any financial
transaction, where security is of paramount importance. It
can also be extended to secure communication among
multiple parties.
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