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Abstract— Internet has assumed control over everything a rapid pace. With the growth of Internet, we tried to discover way
through which we can exploit the internet to the fullest and reap its benefits. Cloud Technology was a result of such
brainstorming. With Cloud, we could achieve great deal of benefits. This included access to our resources anytime, anywhere
and at a very fast pace. This made the task of various organizations very easy as they could store data over these cloud servers
and access them from anywhere at any time. Furthermore, this also brought down the costs for the organization, as they need
not invest in creating data centers and servers. In spite of all benefits we are still today unsure about how secure is actually our
data on cloud servers and whether our communication with this server is actually secure. The algorithm proposed in this paper
when implemented provides a secure way to communicate and store data in cloud servers.
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l. INTRODUCT'ON Cloud Computing
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Cloud computing is gradually overwhelming the web. This is [
because of many organizations adapting to Cloud
Technologies for storage and recovery of data.

A wordbook calls cloud computing as follows: - “the act of
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using an arrangement of remote servers on the web to store % X -

regulate and process information, instead of local servers.”
We have not realized that cloud has rooted in so much into
our lives that we are using it even without realizing that we
are using cloud services.

A cloud is a set of virtual resources either software or
hardware which may be accessed by users on pay-per
utilization basis.

In the upcoming sections, we would be going through the
working of cloud, its features, Types of cloud, Security
concerns in cloud, Encryption, The AES and RSA
Algorithms and finally would be proposing our algorithm
and concluding highlighting the benefits of this algorithm.

Il.  WORKING OF cLoup!?

Its working varies from provider to provider. However, we
can give a common framework based on the definition given
above.

A client and a remote cloud server exists where the client can
store, retrieve and work on his data.
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Figure 1: Block diagram of cloud Architecture

As shown above and said earlier, end user using internet
accesses the resources, which are on a cloud server.

I1l. WHY THE NAME CLOUD?

We are aware that clouds keep on moving in the sky, but we
are unaware of its exact origin. It is the same with cloud
servers, the client need not be aware of its origin. What the
client is concerned is about his/her data being accessible
from anywhere anytime.

A cloud is an IT service where this cloud provides a virtual
space to store large data, which is available anytime and
anywhere for the end users.

IV. FEATURES OF cLoup™

A. Provision for Self-Service

The resources can be utilized for any kind of work
irrespective of any limitations in the end systems
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B. Flexibility

The property of handling any number of users and multiple
type of information varying user to user.

C. Pay-per-Utilization

Clouds are available free until some extent however for
organizational deployment it is available as a paid service,

and this charge is nominal and can’t impact an organization
considering the innumerable benefits it offers.

D. Maintenance of Cloud Servers
End users need not be concerned about maintenance of cloud
servers and are the responsibility of the service provider.

Much of the servers are offsite and are able to handle
themselves without any manual interventions.

E. Location Independence

Anyone can use and access cloud services from anywhere
anytime with no impediments.

F. Backup

Cloud backups save time and very reliable. End users can
save on their system space and organizations need not invest
in third party backup software of data centers.

G. Cloud-based workload and file sharing.

This enables users to share their data and access them from
anywhere, which streamlines teamwork and cooperation.

V. CLOUD SERVICES — Types 1)

They can be classified into 3 types viz. laaS, PaaS and SaaS.
A. laaS

This is the basic form of all cloud services. With this we can
take on rent all IT infrastructure elements like VM’s,
Storages, Networking, Operating Systems etc.

B. SaaS

This delivers applications using cloud. With this the cloud
providers are able to manage and host the software on the
internet on subscription basis. They handle all the
maintenance and upgradation activity with regards to this.
Customers can access this application from any devices like
Tablets, Mobile Phones, Laptops or Desktops etc.

C. PaasS.

This is a way to provide an on-demand environment for
software development and testing.

VI. CLOUD DEPLOYMENT Types®?
Cloud deployments maybe split into three as below: -

A. Large cloud corporations operate Public Clouds. One can
take service from them on pay per utilization basis.

B. A Private Cloud is deployed by organizations for its own
use. They may be located in the company’s on site
datacenter. Some company’s may ask third party service
providers to provide them with private cloud services.
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C. Hybrid Cloud is an amalgamation of above two services
bound by technology that enables information and
applications to be shared between them. By enabling
information and applications to move between above two
clouds, hybrid cloud gives organizations adaptability that
is more prominent and greater deployment choices.

VIl. CONCERNS ABOUT CLOUD SECURITY.FI

Below are some points that explain security concerns of
cloud: -

A. Problems with Data

However, the service of cloud maybe provided, there is user
data or organizational data associated with it. This leads to
our main concern,” How secure is our data on cloud
servers?” Secondly, we come across the question that “Is our
data transmission to these servers in a secure form?”

Most of the attacks in cyber space are targeted at user’s
organization servers. To avoid this, they are considering
moving the data onto cloud servers.

There is a need to secure the communication including the
storage of data both of which can be secured with the help
off strong encryption algorithms.

B. Infection issues

Any lay user can upload a malicious program in the cloud
server and can try to remotely execute it. This will put the
data of all the users at risk.

C. Other Security Issues

The other security issues may involve: -
1) D-DoS Attacks
2) Location Transparency
3) Network Security
4) Data confidentiality issue

VIII. ENcRYPTION™

Encryption is the process by which electronic data is
converted into an encoded cipher text that can only be
decoded by authorized parties.

There are two types of Encryption: -

A.  Symmetric Key Encryption

Here both encryption as well as decryption is performed
using a same key.

B. Asymmetric key encryption

Here the encryption uses an open key(public key) and
decryption is achieved using a secret(private) key.

Both have specific advantages and are deployed considering
various factors.
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Here, we would be using RSA and AES algorithm to achieve
a strong encryption mechanism for cloud data transmission
and storage.

IX. RSA ALGORITHM.H

RSA is Rivest-Shamir-Aldeman Algorithm. It is a non-
symmetric key algorithm. This means that this uses a key
pair (Public-Private).

Simple working of an Asymmetric Key Cryptography is as
given below.

A client application sends its public key to the server
requesting some data.

The server encodes the response with client’s open (public)
key and reverts.

Client gets this information and decodes it using Private Key.
This key-pair should be uniquely created for every specific
user. These keys are generated combining two very large
prime numbers, the concept behind which is that these large
prime numbers cannot be factorized.

A. Generation of Public key for RSA Algorithm

1. Let ustake two large prime numbers.
Ex. N=P1 and M=P2.

2. First part of the public-key is obtained as follows
=>n=P1*P2= ABCD.

3. Now we select an exponent e satisfying the
following conditions: -

a. It must be an integer

b. It must not be a factor of n

c. 1l<e<k(n)[ k(n) which is explained below]

4. The public-key is made from n and e.

B. Generating the private-key for RSA Algorithm

1. Calculate k(n) = (P1-1)(P2-1)
2. Now our private key(m) will be obtained as
m=(I*k(n)+1)/e where | is an integer.

This Key Pair must be unique & generated for each
individual users/Organization.

C. Encryption using RSA:
Encryption is achieved by the following formulae: -
E.T=(P.T.)*mod n
D. Decryption using RSA
Decryption is achieved by the following formulae: -
P.T=(E.-T)"modn

X.  AES(RIINDAEL) ALGORITHMM

AES stands for Advanced Encryption Standard. It is a
symmetric-key and a block Cipher algorithm. It works using
128/192/256-bit keys. It is very fast, in fact stronger and
quicker than triple DES.

We will be using AES to encrypt our client server
communication.
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For a particular session, we will be using a random generated
128-bit Symmetric AES key to secure all our communication
between client and Server.

A. Working of AES(Rijndael) Algorithm!®1(!

The following steps are followed in the Encryption Operation
of AES: -
When using a 16 byte key, the algorithm runs for 10 rounds,
the 10" round being slightly different. Each round uses a
unique 16-byte key called round key that is obtained from the
initial key value though calculation. Each round has the
following steps: -

1. Byte based substitution
Shifting Rows
Mixing Columns
Il?ound Key Addition

128 bit Plain Text

Eal SN

; :
|

Round N(slightly Different)

128 bit Cipher Text

Figure 2: Rounds of AES Algorithm

The above diagram shows how the AES algorithm works
overall, we now would see the encryption process: -

Plain Text

‘ Add R}md Key

|

‘ Sub Bytes ‘

‘ - ‘

‘ s ‘

‘ Add Round Key

Cipher Key
Kql128 bit)

Round 4,

K128 bit)

‘

Figure 2: Steps of AES Algorithm

1) Byte based substitution
The 16 input bytes substitution is done with reference to a
standard S-Box table.

2) Shifting Rows

Each of the four rows of a matrix is moved one position to
the left. The shifting process is as follows: -
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i. Do not shift the first row.

ii. Shift the second row one (byte) position to left.

iii. Shift the third row two positions to left.

iv. Shift the 4™ Row three positions to the left.

v. The resultant matrix is the same with elements
shuffled in the matrix.

3) Mixing Columns

Each section(column) is processed using a unique
numerical function. This takes input 4 bytes of a
section(column) of that matrix and outputs a completely
new byte set of same length. The resultant matrix consists
of new 16 bytes. This is avoided in the final round.

4) Round Key Addition

XOR is performed with 128 bit key (round key) and the 16
byte matrix split as 128 bits.

In case of the last round, the output is the encrypted text
else, this is considered as another 4x4 matrix and the
complete process begins again.

B. AES Decryption Process:

The reverse process in AES(decryption) is similar with the
only difference being that of the steps are performed
differently.

Below are the steps for AES decryption: -

Each round has 4 steps performed in the reverse order:-
Round Key Addition

Mixing Columns

Shifting Rows

Byte based substitution

arwdE

C. Strength of AES:-

It is a very fast and reliable algorithm that does not take
much overhead.

Till date no practical attacks using cryptanalysis against AES
has been discovered. It is supported by most of the
hardware’s and software’s. Again, as DES, AES’s strength
lies on correct implementation and good key management
practices.

XI. IMPLEMENTING OF RSA AND AES FOR SECURE
CLOUD COMMUNICATION.

The following steps how we tend to achieve a secure cloud
communication using the above algorithms: -

A. Prerequisites:-

1. Every user is allocated unique Public Private Key-
pair.
2. A Random AES Key generated for the session.
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3. A Random Public Private Key for one-time key
exchange.

B. Algorithm:-

a. Client Establishes connection with server and
demands a public key(Py).

b. The server creates a random Public-private Key Pair
Pk ,Py).

c. Server sends this key to the client(Py).

d. A random encryption key(Ey) is generated by the
client, encrypts it with Server’s public key(Py) and
send it to the Server.

e. Server decrypts this key using the private key(P,)
and obtains the Client Key(Ey).

f. Server Generates the AES Session Key(Sy),
encrypts it using the AES Algorithm using the Key
provided by the client(E,) and sends it to the client.

g. The client receives the Encrypted AES Session
Key[E(S].

h. It decrypts it using the AES algorithm and stores it.

i.  Now the Client has Session Key(Sy).

j. The client now demands the unique Public-Private
Key Pair from the Server for the respective user ID.

k. The Server Responds by encrypting this key pair
(P,P,) wusing the AES algorithm using the
determined Session Key(Sy).

. The Client Receives the Encrypted Public Private
Key-Pair [E(P1,P,)], Decrypts it and stores it(P4,P,).

m. All communication between client-server is now
encrypted by Rijndael(AES) algorithm using the
unique session key.

C. Encrypted Communication.

1.  Whenever the client wants to upload data, the client
first encrypts all data with RSA Algorithm with the
public key(Py).

2. This data is now encrypted using the unique session
key(Sy) and transmitted to the server.

3. Decryption of the received data is done first using
the Session Key(Sy)(AES), then using the Private
Key(P,)(RSA) at the server and then it is stored.

4. Whenever the client requests for data, the reverse is
done.

5. Data encryption is done by the server first using
public Key(P;)(RSA) then it encrypts it again using
Session Key(Sy) before transmitting it over the
network to the client.

6. The client first decrypts the data using Session
Key(Sk)(AES) and then again using private Key(P,)
before finally possessing the required information.
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7. In this way, multiple encryptions secure the whole
cloud communication process.

XIl. FEATURES OF THIS ALGORITHM.

1. MITM Attack is impossible since the beginning all
the communication is encrypted using unique keys.
Sniffing would yield only encrypted information.

2. Strength of AES is such that cryptanalysis is only a
failure.

3. Even if the attacker is successful in breaking into
the packets by decrypting the AES encrypted data,
he would only land on to encrypted data again.

4. Since the session keys are unique and regularly
discarded and changed session to session, the
attacker cannot perform a pattern analysis.

5. RSA and AES are known to work very fast and does
not pose a serious risk in performance.

XI11. CONCLUSION
Cloud technology has risen and is dominating the IT industry
very fast. Most of the things are now on cloud including lay
users and large corporate organizations implementing cloud
for their use. The algorithm proposed in this paper can aid in
making cloud communication even more secure.
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