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Abstract— The problem of securing multiple communications in large-scale network files systems supporting parallel access to 

multiple storage devices. That is, we consider a model of communication where there are a high number of clients  accessing 

multiple remote and distributed storage devices  in parallel. Particularly, focusing on exchange key materials and establishing 

secure parallel sessions between the clients and the storage devices in the parallel Network File System (pNFS) the current 

Internet standard is in an scalable and efficient manner. The development of pNFS is driven by Netapp, Panasas, Sun, EMC, 

IBM, and UMich/CITI, and thus it shares many common features and is compatible with many existing commercial/proprietary 

network file systems. Networking is considered as the practice of linking multiple computing devices together for sharing of 

resources. Without the implementation of network, businesses, government agencies, and schools would be unable to operate 

as efficiently as they do. An organization is able to connect dozens of computers to a single printer is a seemingly simple, yet 

extremely useful capability. Perhaps even more valuable is the ability to access the same data files from various devices 

throughout a building. This is incredibly useful for companies that may have files that require access by various employees 

daily. By the use of network, a same file is made available to several employees on separate computers simultaneously, which 

improves the efficiency of the organization. Our objective is to implement visual cryptography for strong authentication for 

parallel network file systems. 
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I.  EXISTING SYSTEM  

The Kerberos version 5 and the Low Infrastructure Public 
Key (LIPKEY) GSS-API mechanisms uses Public key 
infrastructure (PKI) to perform cross-domain user 
authentication   independently and hybrid symmetric key and 
asymmetric key method

[1]
, allow a capability to span any 

number of storage devices, while maintaining a reasonable 
efficiency-security ratio .  

A. Disadvantages of Existing System 

 

1. Restricts a capability to authorizing I/O on only a 

single device, rather than larger groups of blocks or 

objects which may reside on multiple storage 

devices.  

2. Do not come with rigorous security analysis. 

3. Compromise of the metadata server or any storage 

device allows the adversary to impersonate the 

server to any other entities in the file system. 

 

4. Past session keys can be exposed if a storage 

device’s long-term key Shared with the metadata 

server is compromised
[2]

 

5. Key escrow. 

 

II. PROPOSED SYSTEM 

 

1. PNFS-AKE-I: Diffie-Hellman key agreement 

techniques
[1,2]

 to both provide forward secrecy and 

prevent key escrow. 

2. PNFS-AKE-II: A protocol that achieves full forward 

secrecy and escrow-freeness. 

3. Visual cryptography based authentication system
[5]

. 

 

A. Scope and Objective  

The objective of this project is to implement visual 

cryptography for strong authentication .DiffieHelman key 

exchange technique and hash function to provide forward 

secrecy and escrow freeness for parallel network file 

system
[3]

. A variety of authenticated key exchange protocols 
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and visual cryptography
[2]

 are designed to address the issues 

such as weak authentication, higher workload on metadata 

sever, key escrow. Metadata server executing our protocols 

has much lower workload than that of the Kerberos-based 

approach.  

 

B.Advantages of Proposed System 

 

1. Provide forward secrecy. 

2. Escrow-free. 

3. Lower workload than that of the Kerberos-based 

approach. 

4. The metadata server executing our protocols has 

much lower workload than that of the Kerberos-

based approach. 

5. One is partially forward secure (with respect to 

multiple sessions within a time period), while the 

other is fully forward secure (with respect to a 

session). 

6. Not only provides forward secrecy, but is also 

escrow-free. 

 

III. SYSTEM DESIGN  

The issue of the secure many to many communications in the 

large scale network file systems which support parallel fetch 

to multiple storing devices. We consider the communication 

model where there are a large number of the clients accessing 

multiple remote and distributed storage devices
[4]

 in parallel. 

Particularly, we try to focus on how to exchange the key 

materials and establishment of the parallel secure sessions 

between clients and storage devices in the parallel Network 

File System (pNFS), the current Internet standards is efficient 

and in scalable manner. The development of pNFS is driven 

by Sun, EMC, IBM, and UMich/CITI, and thus it shares 

many similar features and is compatible with many existing 

commercial network file systems. Our main goal in this work 

is to design visual cryptography
[5]

 and secure authenticated 

key exchange protocols
[3]

 and that meet specific needs of 

pNFS. Particularly, we attempt to meet the following 

desirable properties, which have not been satisfactorily 

achieved or are not achievable by current Kerberos-based 

solution. 

 

 

Figure 1.  System Architecture 

 

                   

  

 Figure 2.   Level 0 Data Flow Diagram 

 

 

 

 

Figure 3.  Level 1 Data Flow Diagram 

 

IV. SYSTEM IMPLEMENTATION 

Our primary goal is to design an efficient and secure 
authenticated key exchange protocols that will meet specific 
requirements of pNFS. The main results of this paper is to 
implement visual cryptography based authentication along 
with two new provably secure authenticated key exchange 
protocols. We describe our design goals and provide some 
intuition for a variety of pNFS authenticated key exchange 
(pNFS-AKE) protocols

[1]
 that we consider in this work. 

The protocol should guarantee the security of past session 
keys when the long-term secret key of a client or a storage 
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device is compromised. And also the  protocol does not 
provide any forward secrecy. To address key escrow while 
achieving forward secrecy simultaneously, we incorporate a 
Diffie- Hellman key agreement technique into Kerberos-like 
pNFS-AKE-I

[3]
. However, note that we achieve only partial 

forward secrecy (with respect to v), by trading efficiency over 
security. So, we use one more protocol hash key function to 
provide full forward secrecy and escrow freeness.  

Our main goal is to implement visual cryptography based 
authentication to provide strong authentication

[5,6]
 which is 

lacking in the current kerberos based system. It is an image 
based authentication technique. 

V. CONCLUSION  

Proposed visual cryptography based authentication along 

with two authenticated key exchange protocols for parallel 

network file system (pNFS).  Protocols offer three appealing 

advantages over the existing Kerberos-based pNFS protocol. 

First, these protocols provide forward secrecy: one is 

partially forward securing (with respect to multiple sessions 

within a time period), while the other is fully forward secure 

(with respect to a session). Second, we have designed a 

protocol which not only provides forward secrecy, but is also 

escrow-free. 

A. Future Enhancement  

Authentication using Password authenticated key exchange 

using distributed server (PAKEUDE) is done where a 

cryptographic key - exchange of messages. According to 

Security analysis our protocol is secure against active and 

passive attacks in case any of the two servers is 

compromised.   

VI. TESTING 

 
Table 1. Test Cases 

TES

T 

CAS

E 

    

DESCR

IPTION 

BASIC 

CONDITI

ON  

TES

T 

DA

TA 

EXPECTE

D 

RESULTS 

TEST  

RESU

LTS 

Acco

unt 

regist

ratio

n   

A user 

will 

register 

an 

account 

by 

giving 

name 

mail id 

and 

other 

details. 

Enter a 

proper 

detail for 

example: 
A phone 

number 

should not 

have 

alphabets. 

wity

test

@g

mail

.co

m 

Registration 

will be 

successful 

and 

redirected 

to next 

page. 

  PASS 

Logi

n  
A 

registere

d user 

will log 

into the 

account. 

Registered 

user name 

and 

password 

should be 

valid. 

test

@12

345 

User name 

and 

password 

matches. 

  PASS 

Uplo

ad 

imag

e 

The user 

will 

upload 

an 

image. 

The image 

should be 

in .img . 

Flo

wer.

img 

Image is 

uploaded. 

  PASS 

Uplo

ad 

File 

The file 

should 

be 

uploaded

. 

The File 

should be 

in .txt 

format. 

Deta

ils.t

xt 

File will be 

uploaded. 

  PASS 
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