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Abstract— An Authentication for the digital transaction is a most vital problem. To secure any transactions through digital,
mobile, internet, online system is very important. Nowadays India is gradually moving towards digital transactions. To make
sure the confidential transactions are very important. The textual password for the Authentication is the most common method,
here user need to memorize their passwords during their transaction, somewhere it is vulnerable to social engineering, cyber-
attacks, and shoulder surfing. Regarding this, some graphical passwords are introduced to avoid the textual passwords. To
address this problem, we can implement an application called color code system with OTP. It is a new technique based on the
graphical password, in which here we use an OTP and color coding to solve the security problem. Here once the colors are
exhibited with a specific rating, after this, some passwords are generated with some evaluation of colors, further the same
colors are brought forth in a random path., we can insert the passwords according to the previous colors and ratings for user
authentication which is called color code authentication, by this technique we can overcome the attacks like shoulder surfing.
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l. INTRODUCTION

Nowadays, online banking is a common method to transact
our banking, it is an electronic payment system that enables
customers of a bank or other financial institution to conduct a
range of financial transaction through the financial
institutions' websites. Online banking is also known as
internet banking, e-banking or virtual banking. Transfer of
funds by using electronic devices. Online banking helps the
less use of paper, i.e., Paperless banking. The online banking
process is very user-friendly and fast, as compared to the
core banking system. Moreover, the transaction of account
with security is a very big issue, regarding this authentication
of bank transaction, is carried out through some of the textual
passwords, somewhere it is vulnerable to shoulder surfing,
randomly we use lengthy passwords to secure our
transactions. But here the main problem is the hardest to
memorize the passwords suppose we use a short password
that is easy to memorize, such words can be easily guessed or
broken up by the shoulder surfing to avoiding these we
proposed a system called CCS [Color Code System] in which
here we are using different colors with number of ratings for
authentication.

There are many alternative techniques like graphical
passwords and biometrics, such as fingerprints, iris scan or
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facial recognition has been introduced [1]. But these from the
system too costly and not easy to take. The primary
disadvantage of this overture is that such system can be
expensive and the recognition process can be tedious. On the
other hand, there are many graphical password schemes like
color, images and grayscale images that are nominated in the
last decade [2], which are resistant to and other problems like
usability issues and using up so much time for user
transaction. Only most of them facing shoulder surfing
attacks, which is quite the vital problem, regarding this our
paper represents a technique CCS [3].

Present System of online Transaction Security:

Security of a customer’s money info is incredibly necessary,
knowing these money establishments have created
numerous security processes to cut back the chance of
unauthorized on-line access  to  aclientrecord.  The
secured web site for the aim of transactions is universally
accepted. Banks guarantee web banking security for
patrons by exploitation coding technology like secure sockets
layer —verifying web banking account activity,
although single secret authentication is in use, there ar some
countries suppose that on-line transactions aren't secure
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enough. Herewe are able tocontemplate some totally
different security ways in use  foron-line  dealings.
The PIN/TANSs wherever the pin represents a secret, used for
the login and TANSs representing one-time passwords
to demonstrate the dealings. There ar many waysto send
Tans, therein the popular one is to send an inventory of tans
to the web banking user by communication letter. In our own
way of exploitationtans  isto  get them by would
like employing asecurity token. These token generated
tans depend upon the time and a novel secret, keep within
the security token (two-factor authentication or 2FA [4]).

Il. METHODOLOGY

Many options of web banking are positive; however, some
negative prospects additionally exist within the digital
world that would keep a lot of cautions customers away. For
avoiding this, during this paper we've got
projected authentication system for bank dealings with some
OTP with color codes, OTP is nothing however a one-
time secret the foremost necessary advantage that's self-
addressed by OTPs is that, indistinctionto static
passwords, they're not prone  toreplay  attacks together
with this we tend to use color grids, initial we tend to use
a colors with some ratings that are known
as code scheme[5], thatwe tend towilluse in our
application, once user may be projected to dealings it may
be generated initial, when this the similar range of OTP s
generated, throughout getting into the
OTP there's possibility somebody understand our OoTP
and it's going to be an opportunity to knowing or stealing of
our dealings info for avoiding this we tend to use range of
OTPs. This authentication system known
as code authentication with OTP.

NEW AUTHENTICATION SCHEME

In our project we proposed a system password which is
known as “Color code authentication with OTP” to
authenticate our digital transaction, here we can use some
color grids with some ratings [ 6, 7, 8, 9]. When user wants
to transact with his account, first some number of color grids
will be displayed with some ratings all the color grids have to
contain separate ratings, in this phase user must know the
ratings of the specific color grids, after this separate OTPs
will be generated with respect to the colors and ratings, user
must enter the OTP according to the ratings, OTP which can
shows one-time password[10,11,12], in which, the OTP
generation can generate only one password, in this proposed
paper we are going represent number of OTPs with similar
number of color and ratings, this is what we called second
layer of authentication. Suppose color grids are in RGB
assuming the ratings are 123 and the passwords are ABC if
the RGB color grids are in random order GBR user must
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enter BAC in this way we can give a security to our
transaction or we can say encrypted color grids.

I11l. DIAGRAM AND FLOWCHART

Figure 1 Color Code System

A. Abbreviations and Acronyms
Color Code System — CCS

One Time Password — OTP
Personal Identification Number- PIN

Transaction Authentication Number — TAN

Generate
4 OTP’s

Red=0TP
Blue=0TP

Green=0TP
Yellow=0OTP

) 4

Invalid

IV. CONCLUSION

In this paper, we proposed authentication techniques based
on colors with OTPs. These techniques generate a number of
OTPs. The techniques use colors grid for generation of
OTPs. Pair based technique requires no special type of
registration, during digital transaction, color grids will be
generated after this. The grid displayed a similar number of
OTPs. Ratings should be given to colors, based on these
ratings and the grid displayed during the transaction, the
similar number of OTPs are generated and the user must
enter these passwords according to the colors and ratings.
However, these schemes are completely new to the users and
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the proposed authentication techniques should be verified
extensively for usability and effectiveness.
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