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Abstract— Internet Technology and its constant evolvement gives humans an opportunity to be an active explorer over social media
and micro blogging sites. Due to which people have resorted to a route of Internet with images, a tempting platform which is hard
avoid. This theme gained an overwhelming response as a communication medium for the obvious reason that people nowadays like
to share or express their thoughts through images. Unlike text, images helps to annotate viewers' flow of emotions much conveniently
with depth. But people relying more on power imagery to share information over unreliable channel, well-known as Internet invites
exploitation and misapplication of confidential data which should be avoided. Considering the importance of the issue raised in the
light of protecting images, encryption is a way to assure security. Image encryption technigques converts an original image to illegible
form, so only authorized access is possible with a key. Over years, different image encryption schemes had been put forward with
various issues being addressed according to the requirement of applications. In this paper, we proposed a novel image encryption
algorithm based on permutation polynomials over integer rings which makes an attempt to overcome the limitations of existing
methods. Here, the original image is scrambled by applying permutation polynomial to its rows and columns. Eventually, the
experimental results and calculating the evaluation parameters using MATLAB shows that the proposed encryption scheme achieve
satisfactory hiding aspect. Also, the comparison with respect to existing ones is made to analyze performance of the proposed
technique.
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l. INTRODUCTION are text, images and videos. Encryption is used to secure data
in transit sent not just the Internet, but from all types of
devices such as ATM[2]. Due to opportunities created by
advances in communication technology, it is interesting how
images have become an important aspect in a communication

view. Sources said images enjoy its prominence present in the

The basic science of cryptography is to protect important
information and avoid its misuse. According to the
conventional context, Encryption is defined as a conversion
process of confidential data into another, called as cipher-text,

which cannot be easily understood by anyone except certified
parties while transmission over unreliable channel.
Decryption is a reverse procedure to retrieve the original data
back. Figure 1 is a simplified model of encryption and
decryption process[1]. Encryption follows a certain algorithm
(e.g. DES) which can have pre-defined conditions for
carrying out transformations depending on the key to convert
plain-text into an unreadable as per various applications. The
different data formats on which encryption can be performed
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Figure 1. Standard model of encryption[1]

“Corresponding Author:
Neha Balu Wagh
e-mail: nehabwagh@gmail.com, Tel.: +91- 8097864370

© 2017, IJCSE All Rights Reserved

digital world wielding considerable influence, that can be
seen in people seeking for powerful imagery to exchange their
ideas with others. With this, image data is also at risk because
it is shared over unreliable medium such as Internet. Image
Encryption is defined as a process where an original image
gets encrypted after transformation by using a method to
produce a cipher-image. The original image is the retrieved
by applying the reverse transformation. Figure 2 illustrates the
process of image encryption.

original image

cipher image decrypted image
Figure 2. Standard process of image encryption

A natural image captured with any type of optical instrument

displays a continuously varying array of shades and colour
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tones that are represented in 2-D form. For encoding, image
data will require conversion into 1-D form before
enciphering[3]. Traditional encryption algorithms such as
Data Encryption Standard(DES) and Advanced Encryption
Standard(AES) as secret key ciphering standards, Rivest
Shamir Adleman (RSA) as public key schemes, and the
family of elliptic-curve-based encryption (ECC) are
conventional methods[4,5]. They may not be the most
recommendable prospects for encrypting images due to their
notable features like repetitiveness to a high extent, and
prominent inter-relation among pixels. Over a period of time,
as a means securing the digital images is motivating many
researchers to come up with improved encryption techniques.
These encryption schemes can be categorized as value
transformation [6-7], pixels position permutation [8-10], and
chaotic systems [12-13].

Il. LITERATURE SURVEY

In 2008, Mohammad Ali Bani Younes and Aman Jantan
suggested a block-based modification method that basically
combines image transformation with a Blowfish cipher[6].
The plain image was divided into blocks, which were
reorganized using a transformation algorithm. Further, this
transformed image was encrypted with the aid of Blowfish
algorithm. The results depicted noticeable decrease in inter-
connection between image components.

In 2008, Tiegang Gao and Zenggiang Chen presented an
algorithm, which employed a new algorithm of total
shuffling matrix, where the locations of image pixels were
shuffled[8]. In order to reduce inter-relation between original
and cipher images, the states combination of two chaotic
systems are used. The results concluded that it has a low time
complication, and benefits of key space being large, good
security and random behaviour in distribution of gray scale
values for ciphered image.

In 2011, Li Zhang*, Xiaolin Tian and Shaowei Xia presented
a new scrambling algorithm for image encryption[9]. It
incorporated both the Logistic chaotic sequence and Rubik's
Cube. This algorithm started with splitting a plain image into
several blocks to generate cubes. Thereafter, cubes were
rotated according to Rubik's Cube by using the procedure of
Logistic system. Then, using those cubes to go back to a new
scrambled image. The outcome of experiment shows that this
scrambling plan has a good robustness.

In 2012, Khaled Loukhaoukha, Jean-Yves Chouinarda, and
Abdellah Berdai proposed a novel image encryption scheme
in which original image is scrambled using a principle called
Rubik’s cube[10]. Further, the application of XOR operator to
rows and columns of the scrambled image using two private
keys is done. Numerical simulations had been executed to
check the validity and security of the algorithm.
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In 2011, Joshi Rohit A, Joshi Sumit S and G.P. Bhosale
proposed an improved image encryption scheme with
increased protection level using chaotic maps[12]. This
algorithm consists of two steps. In first step, a chaotic
sequence is generated by making use of Henon Map. Later in
second step, every pixel of the plain image is encrypted as a
function of chaotic order. The analysis governs that the
algorithm produces a desired performance.

In 2014, Nilesh Y. Choudhary and Ravindra K. Gupta,
proposed an approach that requires permuting the blocks
within the bounds of image as directed by Arnold Map[13].
Then the permutated blocks are combined yielding
permutated images. This process is replicated for various
block sizes. A partially encrypted image is obtained in the
end.

Thus, we have surveyed the different ways that supported the
aim of encrypting images. It was observed that there some
performance issues such as lengthy procedures, less
complexity, existence of correlation between original and
encrypted even after transformation and no flexibility to
encrypt images of different sizes. This became a motivation
for us to design a new method which will strive to overcome
the above limitations. The rest of this paper is organized as
follows. Section 11l briefly explains the concept of
Permutation Polynomials which is the core of this report.
Section 1V describes design and implementation of the
propose scheme. Section V gives the experimental results
and evaluation parameters to validate the proposed image
encryption algorithm. Section VI concludes the paper.

I11. THEORY OF PERMUTATION POLYNMIALS

This section briefly explores the subject of permutation
polynomials and the fundamental results published in
respective area.

In history, the general study of Permutation Polynomials
started with Hermite who considered permutation
polynomials over finite prime fields[14]. Although he
contributed a great deal to community of permutation
polynomials, it usually not easy to apply this on a given class
of polynomials. L.E. Dickson was the first person to study
Permutation Polynomials of arbitrary finite fields[14]. In
1999, the author Ronald L. Rivest put lot of efforts to give an
exact characterization of permutation polynomials modulo
n[16]. Permutation Polynomials has attracted a great attention
in the study of finite fields and their applications in
cryptography. In both arithmetic and combinatorial aspects of
finite fields, permutation polynomial became a significant
topic of discussion. It have important applications in Coding
Theory, Cryptography such as in RC6 block cipher, Finite
Geometry, Combinatory and Computer Science among other
fields[14][17]. In 2005, the author Jing Sun and Oscar Y.
Takeshita introduced a class of deterministic interleavers for
turbo codes based on permutation polynomials over integer
rings[18]. In our work, we focus on the properties of

15



International Journal of Computer Sciences and Engineering

permutation polynomials (PPs) that have been used for
crypto-logical application. The concept of generating
permutation polynomials is based on principle of bijection. A
bijection is one-on-one correspondence[19].

X Y

Figure 3. Illustration of mapping[19]

From Fig.1, a bijective function f: X—Y is one-on-one
mapping of elements (X) to elements (Y). If a bijective
function forms a set to itself then it is called a
permutation[19]. H. Zhao and P. Fan in 2007 presented a
paper for generating m™ order permutation polynomial over
integer rings[20]. The ring is the set of positive integers
commonly defined as Z . In further sub-sections, we will
see the definition and conditions which are pre-requisites to
design an image encryption algorithm using permutation
polynomials.

A. Definition of Permutation Polynomials

Let Z,, denote the integer ring {0,1.2,...,N —1}, where N is a
positive integer; then a m™ order polynomial over Z, is given
by equation (1) [20]

f(x) = {anX™ + g X"t + ... + ayx + ag}(mod N) 1

where xeZy , m is the degree of polynomial. If
f (x) generates a permuted number sequence of xe Z,, itis
referred to as a permutation polynomial over Z, .

I. Advantages

1. Compared to quadratic equations, higher degree
permutation polynomials provides non-linearity.

2. Algebraic structure with unique properties such as
bijection.

3. f(x)=ahas a unique solution for each ae zy, .

Il. Disadvantages

1. Itis quite difficult to give an exact characterization
and to design permutation polynomials.

2. The selection of coefficients for permutation
polynomials should be exact otherwise it won't be
possible to encrypt images and retrieve it properly.

B. The purpose of selecting permutation polynomials

An effective encryption scheme should be such that it won't
give unauthorized people a chance to crack the code in order
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to access the confidential content. Constructing permutation
polynomials is fairly hard which is why it poses to be a
hindrance for unauthorized users to retrieve the content from
encrypted data. Among the other existing image encryption
algorithm which involves the use of transform and
conventional methods, arrangement of pixels and properties
of permutation polynomials provides simple and quick
process. Thus, the purpose of achieving better image
encryption methods is served.

We have proposed a novel digital image encryption and
decryption technique that exploits the cryptographic
properties of permutation polynomials. The coefficients of
permutation polynomial are defined over a finite integer ring.
In this scheme, firstly a permutation polynomial is generated
with its degree inputted by the user. Then that permutation
polynomial is applied to gray-scale image in which the image
pixel elements gets permuted yielding an encrypted image. In
later sections, the design and implementation of our proposed
work is explained.

I11. PROPOSED METHOD OF IMAGE
ENCRYPTION

This section discusses the design and implementation of the
proposed Image Encryption and Decryption technique using
Permutation Polynomials over integer rings.

A. Design of proposed image encryption algorithm:

To design the proposed image encryption scheme using
permutation polynomials as an encryption tool, selection of
coefficients for permutation polynomials is priority which is
based on the conditions defined in and its demonstration is
shown in Figure 4[20].

YES NO
ifm=1or 2|Nor4|N

A 4

A if gcd@,N/2)=1
if gcd(®y,N)=1 and
X(coefficients)mod2=1

Choose a,

v

To choose rest of
the coefficients

\ 4

A 4

¥(odd coeff)mod 2 =0 and
Y(even coeff)ymod 2 =0

coefficients excluding a, are

multiples of every odd prime
number dividing N

Figure 4. Conditions to choose the coefficients of permutation
polynomials[20]

From the recent survey [16] and research point of view, it is
assumed that z,, is to be a finite ring and the coefficients of
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f(x) are integers. In flow for design of image encryption,
selection of the degree m depends upon the user and
coefficients relies on image size N. The encryption method
will be more effective when there is non-linearity and less
correlation among image pixels. Therefore, keeping the
degree of the PPs greater than 1 is beneficial. As shown in
Figure 4, we have conditions explained as [20]:
a) If m = 1, coefficient a is randomly chosen if
gcd(y,N) =1,i.e.a and N are relatively prime.
b) If m > 1, coefficient a is randomly chosen if
gcd(e,N/2) =1.
c) The remaining coefficients are chosen if the
coefficients are multiples of odd prime number (a;)
dividing N .
d) Coefficients get selected if 4 divides N and
modulus 2 operation on sum of even/odd
coefficients gives zero as a result.

Next we will see the implementation of our proposed work
on how permutation polynomials encrypt the images.

B. Implementation of proposed encryption algorithm:

To select the order of the
permutation polynomial

v

To generate the permutation
polynomial

Apply permutation
polynomial to rows and
columns of plain image

A

Calling an encryption
function to get an encrypted
image

STOP

Figure 5. Proposed Image Encryption

Figure 5 gives the brief idea how encrypted image is
obtained after application of PPs.

Let | be the representation of a gray scale image of the r x ¢
size. Here, | characterizes the pixel values matrix of image |
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and integer N = r x c. The procedure for encryption is as
shown in Figure and follows as:

1) Get the degree m of permutation polynomial f(x)
from the user.

Read an image |

N =rxc

v

odd primes = primes (primes~=2)

if primes
are odd

v
primeprod =1

primeprod = product
of odd primes

Applying the conditions
(a, b, c & d), permutation |4
polynomial is generated.

v

Apply the generated PP
on original image |

\ 4

2

“encrypted image lgnc

mage Encrytion
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2) Read the gray scale image | and store the number
of rows and columns of that image in an array. The
integer N is the multiplication of r x c.

3) Factor N into primes and collect unique primes. If
primes powers of 2 exists, remove it to obtained the
product.

4) Applying the conditions (a) and (b) in order to
choose the coefficient a randomly. These
conditions helps to extract the value of if GCD =1

5) According to the condition (c), the values for
remaining coefficients to a, to a,,_;are chosen from

the specific range based on N.
6) To apply condition (d) and if true, get the final
result. The final result is permutation polynomial
over integer N.
7) Permute the r x c pixels of image with generated
permutation polynomial to get the encrypted image.
After performing the above process, an encrypted image lgnc
is created. The flow chart for encryption of digital images
using permutation polynomial as a key is demonstrated in
Figure 6. An encrypted image is then a array of matrix whose
pixel position is different from setting of original image.

Key Distribution: We still have yet to decide on how the key
is to be shared while transmission. For now, the image is
retrieved explicitly with the same permutation polynomial
with was use for encryption. In order to get original image
back the reverse procedure is followed called as decryption.

8) The encrypted image is reshaped and the permute
function which uses permutation polynomials as a
key to retrieve the original image lpgc back as
shown in Figure 7 below.

encryptimg

v

reshape to apply
permutation polynomial

v
decrypted image Ipgc

Figure 7. Flowchart of decryption

Decryption process is done. The results of experiment using
MATLAB [27] tool is dicussed in next section.
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IV. IMPLEMENTATION RESULTS

A simulation-based experiment was carried out and the
standard set of evaluation parameters were used to investigate
the proposed image encryption algorithm using permutation
polynomials using integer rings. A study of some existing
image encryption methods was presented in[21]. And its
following work of how the proposed algorithm has
contributed to overcome the issues is discussed and the
overall performance is assessed. To test the effect of one-on-
one-pixel change on the plain-image and the encrypted image,
two standard visual quantities were employed for evaluation:
Number of pixels change rate (NPCR) and Unified average
changing intensity (UACI). They were first shown in 2004
and their details is described in [22]. NPCR and UACI were
first introduced in 2004[22], in fact both of which the credits
belong to Yaobin Mao and Guanrong Chen[22]. Two gray-
scale images of size 256 x 256(camera-man, lena) pixels and
one gray-scale image size of 512 x 512 (baboon) were used.

~(c)lena(original)

(e)babo&n(driginal) (f)baboon(encrypted)

Figure 8. Original and encrypted images

Figure 8 depicts these test images with its respective
encrypted images and it can be observed that there is no
intuitive resemblance between original and their encrypted
parts.
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The encrypted image should be unrelated and differ from its
original form. The two commonly used difference measures
NPCR and UACI previously stated are used to quantify the
same requirement. Let Io(i,j) and l(i,j) be the pixels of
original and encrypted images, Iy and lgn, at the i pixel row
and j" pixel column, respectively [23]. The mathematical
expressions for NPCR and UACI parameters are given by
equations (2) and (3) below.

M ~—N . .. 100%
NPCR = ZHZHD(L j)x

M x N
0,if lo(i, j) = lenc(i, j)
Lif lo(i, j) = lenc(i, j)

[23] @)

where D(i, j) :{

The UACI measure helps to identify the average intensity of
difference in pixels between the two images. For the image I,
(i,j) and encrypted image le(i,j) , the expression for UACI is
given as [23]

M N ||0(i’ j) — lenci, J)| 100%
UACH= Ziais g5 “MxN

[23] (3)

To reach the performance of an optimal image encryption
algorithm, the desired NPCR values must be large and UACI
values must be likely around 33%[22]. Table 1 gives the
NPCR and UACI values for the plain-images and their
encrypted forms. The obtained values are approaching to
unity for NPCR measure. The UACI values are also
befitting.

TABLE I. EVALUATION PARAMETERS
No. of Rubik Cube | Arnold Map | Proposed Method
Images | NPCR | UACI | NPCR | UACI | NPCR | UACI
cameraman | 96.57 | 19.97 | 98.09 | 21.09 98.87 26.92
lena 97.35 | 19.92 | 99.88 | 21.88 99.29 23.64
baboon 99.60 | 17.21 | 99.03 | 16.68 99.31 18.81

After performing the randomness tests, it can be concluded
that the proposed algorithm is able to generate random-like
cipher text. It also gives much better evaluation results
compared to existing image encryption techniques mentioned
in [21] on quantitative basis. It is apparent from the above
results that the prime aim of an encryption scheme to not let
attackers learn about the inherent relations between original
and cipher text is achieved. Further to study how original
image and its encrypted counterpart are related, correlation
coefficient is computed between image pixels. Correlation
Coefficient are used to find how strong a relationship is
between data. It is a value representing the similarity
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between two images with respect to pixel intensity. Its
defined as given by equation (4)

) ;Zﬂ:(xmn =X) (Yo = ¥)
P

where x and y are respective mean of two images x and y on

which comparison is made. The subscripts m and refer to the
pixel location.

[13] (4

TABLE II. CORRELATION COEFFICIENT
No. of images | Permutation Polynomial over integer rings
cameraman 0.0025
lena 0.0014
baboon 0.0099

Table Il certainly depicts that very low similarity exists
between original and encrypted images. The proposed
scheme using permutation polynomials is able to hide all
attributes of the original image, thus achieving
confidentiality which is of vital importance.

The Key Sensitivity analysis test is performed to check
whether a change is produced in cipher image if there is a
slight change in permutation polynomial[22]. The following
Figure 9 shows the example for proposed image encryption
using different permutation polynomials PP1, PP2 and PP3
respectively. Observing the results from Figure 9, it is
certainly clear that encrypted images obtained from three
different permutation polynmials represents significant
variation. So decryption is only possible when one has an
authority to access the aspects of permutation polynomials.

] (b) encrypte (PP1) -

% L:zﬁfs;‘;»n‘?:ﬁ-;pmﬁ
hrdited it
2 -"‘-FL‘ RSP

L G

6) encrypted (PP3) '
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(e) tire (original f eryped (Pl)

(g) encrypted (PP2) (h) encrypted (PP3)

Figure 9. Original and encrypted images

Due to which it becomes computationally difficult for the
third party to acquire the contents of encrypted image.
Images shared in various micro-blogging sites are variant and
often have non-square or different sizes. The key feature that
is provided by the proposed image encryption scheme is
flexibility to encrypt non-square images thus overcoming the
limitation of exiting image encryption schemes by Arnold
Map [13]. As Arnold Map only supports its application on
square images whereas the key structure of image encryption
by Rubik Cube does not allow to work on odd-sized images
(eg. rocktowers).

V. CONCLUSION

The following conclusion can be made from the results and
discussions done. The simulation-based implementation of
the proposed image encryption algorithm using Permutation
Polynomials using integer rings shows decrease in
correlation between original and encrypted images.
Experimental results show that the scheme is able to produce
randomness in cipher-image. The estimated changed rate in
number of pixels (NPCR) and Unified Averaging Changing
Intensity(UACI) measures are close to theoretical values and
are comparable to existing encryption methods. The
proposed scheme also supports encryption of variant image
sizes outperforming the limitation of existing schemes as
discussed in[21].

VI. FURTHER WORK

In the work presented in this paper, we have performed the
encryption operation on an image in the spatial domain. The
polynomial coefficients corresponding to the spectral sub
bands of an image can also be obtained by applying a
suitable wavelet transform to it. This paper is based on the
encryption in the spatial domain and presently we are
working on the applicability of the proposed method in the
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transform domain. The reason s for using wavelet transform
i.e. Discrete Wavelet Transform (DWT) are that it has multi-
resolution characteristics, both spatial and frequency domain
features. It provides a coarse level representation of an image
with varying scales and resists intentional and unintentional
attacks with more sustainability[24]. In future, the work can
be extended to enhance the security of digital videos in terms
of cryptography as well as steganography which is
theoretically discussed in [25] and implemented by using
conventional methods in [26].
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